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1 DiskPulse Overview

DiskPulse is a powerful real-time disk change monitoring solution allowing one to monitor
changes in one or more disks and directories, send E-Mail notifications, save various types of
reports, generate statistical pie charts, export detected changes to an SQL database, send
error messages to the system event log and execute custom commands when a user-specified
number of changes detected.

| (= Disk Pulse Ultimate - M

| File Command Tools Help

2 D00 B B =2 = 0

Monitor | Continue  Pause Stop Reset Save Datsbase Charts  Layouts Options. Help

Profiles |4 Date Time Operation Size Owner Name

. Default Profile & 20-Jan-2015 133 Modified 0 Bytes TrustedInstaller  C:\Program Files

2 Monitor Systern Disk © 20-Jan-2015 Created 0 Bytes Administrators  C\Program Files\CPUIDYCPU-Z

& Monitor Home Directories 20-Jan-2015 Modified 0 Bytes Administrators  C'\Program Files\CPUID

A Monitor SQL Database © 20-Jan-2015 153316  Created 0 Bytes Administrators  C:\Program Files\CPUID\CPU-Z\uini...
20-Jan-2015  15:33:16 Meodified 0 Bytes Administrators  C\Program Files\CPUID\CPU-Z

© 20-Jan-2015  15:3316 Created 0 Bytes Administrators  C\Program Files\CPUIDYCPU-Z\is-...
20-Jan-2015  15:33:16 Meodified 0 Bytes Administrators  C\Program Files\ CPUIDACPU-Z
20-Jan-2015  15:33:16 Modified 688.00 KB Administrators  C\Program Files\CPUIDYCPU-Z\is-...

Directories |[@ 20-lan-2015 153316 Rbenfrs Wl Ci\Program Files\CPUIDN\CPU-Zhuini...

3 G\ &0 20-Jan-2015 133316 | [] Open Location in Explorer ... C:\Program Files\CPUIDYCPU-Z
20-Jan-2015  15:33:16 k CA\Program Files\CPUID\CPU-Zhuni...

@ 20-Jan-2015 153316 | %) Exclude Changes By Location ... C\Program Files\CPUID\CPU-Zhis-R...
20-Jan-2015  13:33:16 T Wb C:\Program Files\ CPUID\CPU-Z
20-Jan-2015 153316 St I R S e C\Progrem Files\CPUID\CPU-Ziis-R... [—|

@ 20-an-2015 153216 Capy Changes To Clipboard C\Program Files\CPUID\CPU-Zhis-R... —

© 20-Jan-2015 153316 C:\Program Files\CPUID\CPU-Z\cpu...
20-Jan-2015  15:33:16 | [E Properties... CA\Program Files\CPUID\CPU-Z -

Status Value l|gﬂ Categorize By Extension L E— [ File Categories | — | ‘ x|

= Total Chan., 633 12:] NOEXT Files 8309 KB 250
[ Excluded Fi.. 0 [Ra| PMG Files 8165 KB 9%
Change Rate 556 CH/Min || TMP Files 4.59 MB 51
Process Ti.. 1 Min, & Secs J5 Files 20288 KB 43
|| TXT Files 138 MB 36
{2] FLX Files 285.06 KB 3z
|| LOGI Files 375MB 0
[m] EXE Files 7.92 MB 19

Ready Total: 633 Changes Current: 633 Changes Filtered: NA Change Rate: 556 CH/Min

DiskPulse intercepts file system change notifications issued by the operating system and
detects newly created files, modified files, deleted files and renamed files. All file system
changes are detected in real-time allowing one to send an E-Mail notification, execute a
custom command and/or save a disk change monitoring report within a couple of seconds
after one or more critical changes detected.

Humber of Changed Files Per Extension

[ 648Flles - 3269 % - NOEXT Files
& 352Fies - 17.76% - TXTFies
[ 282Fles - 1423 % - PGFies
[ 222Files - 11.20% - GIFFies

[ 202Fies - 10.19% - HTMFiles
¥ 103Fles - 520% - ISFies

|| 60Files - 3.03% - DATFiles
] 28Files - 141% - XML Files

[ ] 85Files - 4.29% - Other (9)

Date: 17-Feb-2014 | Time: 18:58:34 | Host: flexcare | Title: Disk Pulse Monitoring Report

# Copy To Clighoard | [ £ prnt | [ ontions | ‘Nl_.lmbarnfﬂ)angesPaExtEns’nn v||PiEl"J’_lart .|[ dlose |

The user is provided with the ability to review, categorize and filter detected file system
changes, generate various types of statistical pie charts showing the nhumber of changes per
file extension, the number of changes per change type, the number of changes per user, etc.
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In addition to the GUI application, DiskPulse Ultimate and DiskPulse Server provide a
command line utility, which can be used to execute disk change monitoring operations locally
and control one or more DiskPulse Servers through the network. The DiskPulse command line
utility provides the ability to control disk change monitoring operations from shell scripts and
batch files and allows one to integrate DiskPulse capabilities into user-custom solutions.

c =\Program Files\Disk Pulse Ultimate\bin>diskpulse —help

DiskPulse Version 6.1.24 (Feb 13 2B14)>
[Comnand Line Syntax:

[diskpulse —execute <{Command Hame>

Executes the specified disk change monitoring command.

[diskpulse —monitor —dir {Directory 1> ... {Directory K>

Starts monitoring the specified directories.

idiskpulse —show_commands

Shows the list of configured disk change monitoring commands.

idiskpulse —-server_status

Shous the DiskPulse server status.

idiskpulse —server_show_commands

Shows the list of disk monitoring commands configured in DiskPulse Server.

diskpulse —server_execute_command <{Command Name>

Executes the specified disk change monitoring command.

IT professionals and enterprise customers are provided with DiskPulse Server - a server-based
product version, which runs in the background as a service and can be controlled using a full-
scale client GUI application or a command line utility locally or through the network. DiskPulse
Server allows one to monitor multiple disks or directories simultaneously, send disk change
monitoring reports to a centralized SQL database and generate history trend analysis reports.

File Command Tools Help
= = = ] =
& i
L l=] (2]
Connect Add Delete Reports  Database Rules Actions Layouts  Options Help

Command Status Changes Change Rate

Menitor System Disk Active 1102 186 CH/Min
Maonitor Data Disk 67 CH/Min
Menitor Backup Disk 3 CH/Min
Monitor Output Disk 11485 CH/Min

Monitor Target Disk

Date Time Message -1 Disk Space Monitor  Total Free Status
@ 29/5ep/2016  12:54:56 Monitor Backup Disk - add command | @ €\ 40.00 GB 17.86 GB Mormal
© 29/Sep/2016  12:55:00 Monitor Backup Disk - save command @ E\ 750,00 GB 73648 GB Mormal
) 29/5ep/2016  12:55:02 Monitor Backup Disk - start command | | [ @) F\ 750.00 GB 71745 GB Mormal
) 29/5ep/2016  12:55:24 Menitor Qutput Disk - add command |5 | @ O 10.03 GB 1615 MB Error
© 29/Sep/2016  12:55:26 Menitor Qutput Disk - start command | || | @) S\ 10.00 GB 9.8 GB Mormal
) 29/5ep/2016 12:55:52 Monitor Target Disk - add command = | I(_:\ T\ 997 GB 989 GB Mormal

© Commands5 Active: 4 Completed: 1 Failed: 0 Connected To: admin@srv2008

Finally, corporate customers are provided with the DiskPulse Enterprise product version, which
is capable of receiving disk change monitoring reports from multiple production servers,
searching critical changes across the entire database, analyzing reports using a centralized set
of user-defiled rules and policies and sending E-Mail notifications when critical issues are
detected in one or more disk change monitoring reports received from production servers.
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2 DiskPulse Product Versions

Features Pro Ultimate Server Enterprise
Maximum Number of Files 10 M 50 M 100 M Unlimited
Maximum Storage Capacity 10 TB 50 TB 100 TB Unlimited
Maximum Number of Monitors 10 50 100 Unlimited
Support for Unicode File Names Yes Yes Yes Yes
Support for Long File Names Yes Yes Yes Yes
Monitor Multiple Disks or Directories Yes Yes Yes Yes
User-Selectable Monitoring Events Yes Yes Yes Yes

File Categories and File Filters Yes Yes Yes Yes
Option to Monitor Specific File Types Yes Yes Yes Yes
Option to Send E-Mail Notifications Yes Yes Yes Yes
Option to Execute Custom Commands Yes Yes Yes Yes
HTML, PDF, Excel, Text and XML Reports Yes Yes Yes Yes

SQL Database Integration No Yes Yes Yes
Option to Search Changes in the Database No Yes Yes Yes

Disk Monitoring Command Line Utility No Yes Yes Yes

Runs in the Background as a Service No No Yes Yes
Multiple, Parallel Monitoring Operations No No Yes Yes
Built-In Disk Space Monitor No No Yes Yes
DiskPulse Client GUI Application No No Yes Yes

OEM Product Version No No Yes Yes
Centralized Reports Database No No No Yes
Centralized Reports Analysis Rules No No No Yes

Disk Change Monitoring History Statistics No No No Yes
Web-Based Management Interface No No No Yes

OS Native User Authentication No No No Yes
Price $25 $50 $125 $375

* Product features, prices and license terms are subject to change without notice.
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3 Using Desktop Product Version

3.1 Product Installation

DiskPulse is available as a free download on our web site and from a large number of software
directories from around the world. To be sure you are getting the latest product version check
the following page: http://www.diskpulse.com/downloads.html

DiskPulse Bttt

Choose the folder in which to install Disk Pulse Ultimate 6. 1.24
DISK CHANGE MONITOR M(GER:1iR

Setup will install Disk Pulse Ultimate 6. 1. 24 (64-Bit) in the following folder, Toinstallin a
different folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder

C:\‘Drogram F-iles_\-Di;k Pulse Ultimate

Space required: 18.0MB
Space available: 47.4GB

DiskPulse is especially designed to be as simple as possible. The installation procedure is very
simple, requires no special knowledge and may be completed in less than 20 seconds. There is
no need for any additional software. Just download the DiskPulse installation package, run the
setup program and you are done.

2 Wz B0 Completing the Disk Pulse Ultimate
S 6.1.24 (64-Bit) Setup Wizard

Disk Pulse Ultimate 6.1.24 (64-5it) has been installed on your
computer.

Click Finish to dose this wizard.

[¥] Run Disk Pulse Ultimate &.1,24 (54-8it)

|] Add Disk Pulse Ultimate Desktop Tron

Disk Pulse Ultmate &, 1,24 Release Notes
© 2007-2014 Flexense Ltd.

Cancel |

On the 'Welcome' screen press the 'Next' button. Read the end-user license agreement and
press the 'I Agree' button if you agree with the license terms or the 'Cancel' button to stop the
installation process. Select the destination directory, press the 'Install' button and wait for the
installation process to complete. That's all you need to do to install the DiskPulse disk change
monitor utility on your computer. In order to perform a silent product installation procedure,
download the latest product version, open the command prompt window and type the
following command:

diskpulse_setup_vX.Y.Z.exe /S
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3.2 Monitoring Disk Changes

The simplest way to start monitoring a disk or directory is to enter the directory name in the
directory entry located under the main toolbar and to press the 'Monitor' button located in the
top-left corner of the main toolbar. On the profile dialog verify that all the parameters are
selected correctly and press the 'Start' button to begin the monitoring process.

L@m’ﬁur iystem Disk E,M

Monitor Disks or Directories

=~ e

[¥] Begin Manitoring on Computer Startup

By default, DiskPulse will monitor all file system changes including file creations, modifications,
file name changes, file attribute changes, file delete operations, etc. A custom set of file
system change events that should be monitored may be selected on the 'Events' tab.

fa=

| () Disk Pulse Uldimate - Manitor
|| File  Command Tools Help

2 D00 BB8E e = @ 6

Monitor | Continue  Pause Stop Reset Save Datsbase Charts  Layouts Cptions. Help.

Profiles |4 Date Time Operation Size Owner Name

& Default Profile 20-Jan-2015  15:3316 Modified 0 Bytes TrustedInstaller  C:\Program Files

. Monitor System Disk © 20-Jan-2015 153316 Created 0 Bytes Administrators  C\Program Files\CPUIDYCPU-Z

M Monitor Home Directories 20-Jan-2015  15:33:16 Modified 0 Bytes Administrators  C'\Program Files\CPUID

B fonitor SQL Database © 20-Jan-2015 153316  Created 0 Bytes Administrators  C:\Program Files\CPUID\CPU-Z\uini...
20-Jan-2015  15:33:16 Meodified 0 Bytes Administrators  C\Program Files\CPUID\CPU-Z

© 20-Jan-2015  15:3316 Created 0 Bytes Administrators  C\Program Files\CPUIDYCPU-Z\is-...
20-Jan-2015  15:33:16 Meodified 0 Bytes Administrators  C\Program Files\ CPUIDACPU-Z
20-Jan-2015  15:33:16 Modified 688.00 KB Administrators  C\Program Files\CPUIDYCPU-Z\is-...

- - 0 0 6 . = C:\Program Files\CPUID\CPLU-Z\is-...

Directories @ 20Jan 2015 153316 | L) OpenFile With . Ci\Program Files\CPUIDN\CPU-Zhuini...

(3 G\ 20-Jan-2015  15:3316 Open Lacation in Explorer ... C:\Program Files\CPUIDYCPU-Z
20-Jan-2015  15:33:16 k CA\Program Files\CPUID\CPU-Zhuni...

@ 20-Jan-2015 153316 | %) Exclude Changes By Location ... C\Program Files\CPUID\CPU-Zhis-R...

20-Jan-2015  15:3316 Bl Charniges By Bension «. CA\Program Files\CPUID\CPU-Z

20-Jan-2015 153316 Ci\Program Files\CPUIDVCPU-Zhis-R...
@ 20-an-2015 153216 Capy Changes To Clipboard C\Program Files\CPUID\CPU-Zis-R...
@ 20-Jan-2015  15:33:16 Ci\Program Files\CPUID\CPU-Zhcpu...

20-Jan-2015 153316 | [] Properties... C:\Program Files\CPUIDYCPU-Z

Status Value l |2:] Categorize By Extension - [ File Categaries | |

= Total Chan.., 633 2| NOEXT Files 8309 KB 250
[ ExcludedFi... 0 [Ra| PMG Files 8165 KB 9%
Change Rate 556 CH/Min || TMP Files 4.59 MB 51
Process Ti.. 1 Min, & Secs @ J5 Files 20288 KB 43
|| TXT Files 138 MB 36
{#2] FLX Files 285.06 KB 3z
|| LOGI Files 375MB 0
[m] EXE Files 7.92 MB 19

Ready Total: 633 Changes Current: 633 Changes Filtered: NA Change Rate: 556 CH/Min

As soon as a file system change will be detected it will be displayed in the change view. In
order to temporary pause the monitoring process, press the 'Pause' button. Press the
'Continue' button to resume a previously paused monitoring operation. In order to finish the
monitoring process, press the 'Stop' button located on the main toolbar. Click on a change
item to open the change properties dialog. Select a change item, press the right mouse button
and select the 'Open With' menu item to open the changed file with another program. Select a
change item, press the right mouse button and select the 'Open Location in Explorer' menu
item to open the item's directory in Windows Explorer.



DiskPulse - Disk Change Monitor Flexense Ltd.

3.3 Using File Categories and File Filters

DiskPulse provides the ability to categorize and filter detected file system changes by the file
extension, file type and change type. When monitoring one or more disks or directories,
DiskPulse automatically categorizes all detected file system changes and constantly updates
the list of file categories, which is located just under the change list in the main GUI
application.

[ DiskPulzc Utimate - Moni

Help

@ @ = 0

Save Datbase Charts layouts  Options  Help

Profiles (%] Date Time Operation  Size Owner Name

= Default Profile 20-Jan-2015 153316  Modified 0 Bytes Trustedinstaller  C:\Program Files

= Monitor System Disk © 20-1an-2015 153316 Created 0 Bytes Administrators  C:\Program Files\CPUID\CPU-Z

= \onitor Home Directories 20-Jan-2015 153316  Modified  0Bytes Administrators  C:AProgram Files\CPUID

% Monitor SQL Database @ 20-Jan-2015 153316 Created 0 Bytes Administrators  C:\Program Files\CPUIDYCPU-Z\uni..
20-Jan-2015 153316  Modified 0 Bytes Administrators  C:\Program Files\CPUID\CPU-Z

@ 20Jan-2015 153316 Created 0 Bytes Administrators  C:\Program Files\CPUID\CPU-Z\is-...
0-Jan-2015 153316  Modified 0 Bytes Administrators  C:\Program Files\CPUID\CPU-Z
20-Jan-2015 153316  Modified  68800KB  Administrators  C:\Program Files\CPUID\CPU-Z\is-.

| @ 20-Jan-2015 153316 Renamed 0 Bytes C:\Program Files\CPUID\CPU-Z\is-...

Biiedincies @ 20-Jan-2015 153316 RenamedTo 69828KB  Administrators  C:\Program Files\CPUIDACPU-Z\uni...

@ 20-Jan-2015 153316  Modified 0 Bytes Administrators  C:\Program Files\CPUID\CPU-Z
20-Jan-2015 153316  Modified  698.28KE  Administrators  Ci\Program Files\CPUIDYCPU-Z\uni..

@ 20Jan-2015 153316 Created 0 Bytes Administrators  C:\Program Files\CPUID\CPU-Z\is-R...
0-Jan-2015 153316  Modified 0 Byies Administrators  C:\Program Files\CPUID\CPU-Z
20-Jan-2015 153316  Modified  251MB Administrators  CAProgram Files\ CPUIVCPU-Zis-R... |

@ 20-1an-2015 153316  Renamed  0Bytes C:\Program Files\CPUID\CPU-Zhis-R.. —

@ 20-an-2015 153316 RenamedTo 251 MB Adrministrators  C:\Program Files\CPUIDACPU-T\cpu.
20-Jan-2015 153316  Modified  0Bytes Administrators  C:\Program Files\CPUID\CPU-Z -

M Categorize By Extension - —— | Fle Categories | | 100%
[25] NOEXT Files 839 KB 250 |

Excluded Fi... 0 s
@ ChangeRate 556 CH/Min TMP Files 4l ViewCharts ..
& Process Ti... 1 Min, 8 Secs JS Files -
| TXT Files [zl Apply Filters ...
[zg] FLXFiles A Clear Filters
LOGI Files

792 MB 19
© Ready  Total: 633 Changes Current: 633 Changes Filtered: NA Change Rate; 556 CH/Min

By default, DiskPulse categorizes all files by the file extension and shows a list of all types of
detected file extensions sorted by the number of changed files. For each category, Disk Pulse
shows the amount of disk space, the number of changed files and the percentage of changed
files relative to other file categories. Use the 'Categories' combo box to categorize files by the
file type or change type.

= I T I > =

Monitor | Continue  Pause Stop Reset Save Datzbase Charts  Layouts Options Help.

Profiles [E3] Date Time Operation  Size Owner Name
B Default Profile 20-)an-2015 15323  Modified  652Bytes - C:\Program Files\IronSync Serveriht...
M Monitor Syster Disk @ 20-Jan-2015 153236  Deleted 0 Bytes = C:\Program Files\IronSync Server\ht.
Moniter Home Directories 20-Jan2015 153236  Modified 0 Bytes a5 C:\Program Files\ranSync Server\ht..
Moniter SQL Database @ 20-Jan-2015 153236 Deleted 0 Bytes 25 C:\Program Files\IranSync Server\ht...
20-Jan-2015 153236  Modified  626Bytes - C:\Program Files\IronSync Serverht...
@ 0-Jan2015 153236 Deleted 0 Bytes s C:\Program Files\ianSync Serveriht..
20-Jan2015 15323  Modified  S73Bytes C:\Program Files\IranSync Serveriht...
@ 20-Jan-2015 153236 Deleted 0 Bytes 23 C:\Program FilestIronSync Serverht..
== —|© 20-Jan-2015 153258 Crested 0 Bytes Administrators  C:\Users\alex-s\AppData\Locah Tem. .
Dweclories [ 20-Jan2015 153258  Modified  1579KB Administraters  CA\Users\alex-s\AppDataiLocah Tem...
=) @ 20-Jan-2015 153250 Created 0 Bytes Administrators  Ci\Users\alex-s\AppDatatLocal\Micr...

20-Jan-2015 153250 Modified 0 Bytes Administrators  Ci\Users\alex-s\AppData\Local\Micr...

© 20Jan-2015 153259  Created 0 Bytes Administraters  C:\Users\alex-s\AppDataiLoca Tem...
20-)an-2015 153259 Modified  232KB Administrators  CA\Users\alex-s\AppDatatLocalTem...
20-Jan-2015 153258 Modified 2234 KB Administrators  C:\Users\alex-s\AppData\Local\Micr.
0-Jan2015 153259 Modified  2234KB Administrators  C\Users\alex-s\AppDataiLocal Tem.

@ 20-Jan-2015 153250 Deleted 0 Bytes C\Users\alex-s\AppDataiLocal Tem... | |

@ 20-Jan-2015 153312 Deleted 0 Bytes Ci\Users)\alex-s\AppDatatLocah Tem..

Status Value Categorize By Extension - "~ FileFilter is Active

o Total Chan... 633 | NOEXT Files 239K

Excluded Fi... 0 [ PNG Files

Change Rate 556 CH/Min TMP Files 459 ME

Process Ti.. 1Min,85ecs (3] IS Files 20288 KB
| TXT Files 138 ME
| FLX Files 28506 KB
|| LOGI Files 375MB
57 EXE Files 792 ME

3 Ready  Totak633 Changes Current: 633 Changes Filtered: 96 Changes Change Rate: 556 CH/Min

One of the most useful features of DiskPulse is the ability to filter detected file system changes
using one or more categorized file filters. For example, in order to see all newly created files,
select the change-type-based file categorization mode and double click on the 'Created Files'
file category. DiskPulse will filter the list of detected disk changes and show the newly created
files only.
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3.4 Using DiskPulse Pie Charts

The DiskPulse disk change monitor provides multiple types of pie charts capable of showing
numbers of changed files and the amount of changed disk space per extension, change type,
file size and file type. In order to open the charts dialog in the DiskPulse GUI application,
select the 'Command - View Charts' menu item.

Humber of Changed Files Per Extension

[] 643Files - 32.63% - NOEXTFiles
9 352Files - 17.76% - TXT Files
B 282Files - 14.23% - PG Files

8 222Files - 11.20% - GIF Files

[ 202Fkes - 10.13% - HTMFiles

[ 103Fks -520% - JSFies

|| 60Files - 3.03% - DATFikes
[] 28Files - 1.41% - XMLFiles
[] ssFiles -429% - Other (9

Date: 17-Feb-2014 | Time; 18:58:34 | Host: flexcore | Title: Disk Pulse Monitoring Repart

gn::opyTodipboa:d][éﬁm][opﬁw”mmbanquespaahmsion vHPieCha!t ,H Close ]

Depending on the currently selected categorization mode, the charts dialog shows numbers of
files or the changed disk space per extension, change type, file size or file type. The mode
selector, which is located in the bottom side of the dialog, provides the ability to switch
between the available chart modes. For example, in order to open a chart showing numbers of
files per file category, set the 'Categorize by File Type' change categorization mode and open
the charts dialog.

Number of Changed Files Per Change Type

=] 360Files - 66.73% - Modified Files
] 116Files - 21.52% - Created Files

] 63Files - 11.69% - Deleted Files

Date: 17-Feb-2014 | Time: 18:56:08 | Host: flexcore | Title: Disk Pulse Monitoring Repart

) Copy To Cliphoard | [ & print | [ options | ’NJ.unbernfChangesP'erChangeType -] ’PieC.hart -][ Close |

In addition, the charts dialog provides the user with the ability to copy the displayed chart
image to the clipboard allowing one to easily integrate DiskPulse charts into user's documents
and presentations. In order to customize the chart description, press the 'Options' button and
specify a custom chart date, time or chart title.
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3.5 Saving Disk Change Monitoring Reports

DiskPulse allows one to save disk change monitoring reports into a number of standard
formats including HTML, PDF, Excel, XML, text and CSV. In the simplest case, perform a disk
change monitoring operation and press the 'Save' button located on the main toolbar. On the
save report dialog, select an appropriate report format, enter a report file name and press the
'Save' button.

Format: [ ® HTML Report -vJ

File Name: 'Disk Change Monitor Report 11-May-2016 114518, html Iz]

[__] Advanced Opfions ... [H Save | | Caniel ]

For the HTML, PDF, Excel, text, CSV and XML report formats, the user is provided with the
ability to save a short summary report or a longer detailed report, which may be very long for
large reports containing many thousands of changes. Short, summary disk change monitoring
reports include a table showing the last 20 file system changes and a list of tables showing the
number of file system changes and the total disk space per file extension, file type, top-level
directory, user name, etc. By default, DiskPulse saves full disk change monitoring reports in
the HTML format.

Disk Change Monitoring Report
e & @ [E- @ file///DyDisk Change Monitor Report 12-May-2016 111739 html

Generated By: Disk Pulse Ultimate v8.6.18 12-May-2016 11:17:41 =

Disk Change Monitoring Report

Date 2016/05/12
Time 11:13:26

Host Name win7

Total Changes 5260

Current Changes 5260

Excluded Files 0

Change Rate 2268 CH/Min
Process Time 2 Mins, 19 Secs

Last 20 File System Changes

Date Time Operation  Size Oowner Name
[J 12-May-2016 11:13:14 Modified 18.16 MB SYSTEM C:\Windows\System32\wbem\repository\OBJECTS.DATA
[] 12-May-2016 11:13:14  Modified 4.42MB SYSTEM C:\Windows\System32\wbem\repository\INDEX.BTR
[] 12-May-2016 11:13:14  Modified 60.32 KB SYSTEM C:\Windows\System32\wbem\repository\MAPPING3.MAP
[ 12-May-2016 11:13:16  Modified 1aso0kg  LOCAL C:\ProgramData\Microsoft RAC\PublishedData\RacwmiDatabase. sdf
SERVICE
[ 12-May-2016 11:13:16  Modified 1.00 MB SYSTEM C:\Windows\System32\config\SOFTWARE.LOG1
[] 12-May-2016 11:13:16 Modified 78.75 MB SYSTEM C:\Windows\System32\config\software
[] 12-May-2016 11:13:17  Modified 78.75 MB SYSTEM C:\Windows\System32\config\software
[l 12-May-2016 11:13:17 Modified 256.00 KB SYSTEM C:\Windows\System32\config\SOFTWARE.LOGL
[] 12-May-2016 11:13:17  Modified 9.25 MB SYSTEM C:\Windows\System32\config\system
3] em32\Tasks\Micr f Defender\MP

O 12-May-2016 11:13:17 Deleted 0 Bytes =S Al
[] 12-May-2016 11:13:17 Modified 256.00 KB SYSTEM C:\Windows\System32\config\SOFTWARE.LOG1
[[] 12-May-2016 11:13:17  Modified 78.75 MB SYSTEM C:\Windows\System32\config\software

b C:\Windows\System32\LogFiles\Scm\345fd463-1245-4a7a-
[0 12-May-2016 11:13:17 Deleted 0 Bytes Shnglekilloton
[J 12-May-2016 11:13:17 Modified 256.00 KB SYSTEM C:\Windows\System32\config\SOFTWARE.LOG1
[[] 12-May-2016 11:13:17  Modified 78.75MB SYSTEM C:\windows\System32\config\software

e T c: ystem32\Tasks\Microsof Defender\MP

[[] 12-May-2016 11:13:17  Created 3.77 KB SYSTEM e
[] 12-May-2016 11:13:17  Modified 256.00 KB SYSTEM C:\Windows\System32\config\SOFTWARE.LOG1
[J 12-May-2016 11:13:17 Modified 78.75MB SYSTEM C:\Windows\System32\config\software

s C:\Wir m32\LogFil 3cc60b4-6f46-4130-
[J 12-May-2016 11:13:17  Created 20 Bytes ADMINISErators 5761050 1e004bf
[] 12-May-2016 11:13:17  Modified 0 Bytes Administrators  C:\Wir m32\LogFiles)
[ 12-May-2016 11:13:17 Modified 20 Bytes AR C:\Windows\System32\LogFiles\Scm\a3cc60b4-6f46-41a0-

39d4-01c5b12004bf

In addition, DiskPulse Ultimate and DiskPulse Server provide the ability to save disk change
monitoring reports to the DiskPulse native report format, which preserves all information
related to each specific disk change monitoring operation and may be loaded at any time by
using the DiskPulse main GUI application.

10
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Sometimes, it may be required to perform additional analysis of disk change monitoring
results using external tools such as Microsoft Excel. In order to export disk change monitoring
results to the Excel report format, perform a disk change monitoring operation, press the
'Save' button located on the main toolbar, select the 'Excel Summary' report format for a short
summary report or the 'Excel Report' format for a detailed disk change monitoring report.

=] HTML Repart
[= HTML Report

EA] HTML Summary
i PDF Report
@ PDF Summary
[+ Excel Report
B Excel Summary
[ TextReport
Text Summary
55 CSV Report
D C5V Summary
|| XML Report
1+ XML Summary
% FLR Report
[ sQL Database

A summary Excel report will include a list of the last 20 file system changes and a number of
tables showing the number of file system changes and the total disk space per file extension,
file category, top-level directory name, user name, etc.

=

Open  Quick  Print Copy Find Go Page Print Switch
Print Preview To Setup Area~ | Windows ~

Office Document | Edit Page Setup | Window
Lo B
Number of Changes Per File Extension

File Extension
NOEXT Files
TXT Files

1S Files

GIF Files
PNG Files
JPG Files
XML Files
TMP Files
HTM Files
Other

Number of Changes Per File Extension

m NOEXT Files

B TXT Files

WS Files

B GIF Files

= PNG Files

m PG Files

m XML Files

mTMP Files
HTM Files

m Other

H 4 b M| Summary .
Ready | } i

A detailed Excel report will include a list of file categories according to the currently selected
file categorization mode and a full list of detected file system changes, which may be very long
for large reports containing many thousands of changes. In order to control how many file
system changes are exported in the detailed report, press the 'Advanced Options' button
located on the 'Save Report' dialog and customize the disk monitoring report for your specific
needs.

11
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3.6 Saving Graphical PDF Reports

One of the most useful ways to export disk change monitoring results is to use the PDF
summary or the PDF report formats. Both of these report formats include various types of
graphical pie charts showing the number of file system changes and the total disk space per
file extension, file category, top-level directory name, user name, etc. In order to save disk
change monitoring results to a PDF report file, press the 'Save' button located on the main
toolbar and select the 'PDF Summary' report format for a short, summary report or the 'PDF
Report' format for a detailed disk change monitoring report.

® HTML Report

® HTML Summary
=% PDF Report
3

= CSW Summary
=2 XML Report
=2l XML Summary
% FLR Report
B sqL Database

A summary PDF report will include a list of the last 20 file system changes followed by a
number of pie charts showing the number of file system changes and the total disk space per
file extension, file category, top-level directory name, user name, etc. A detailed PDF report
will include a full list of detected file system changes, which may be very long for large reports
containing many thousands of file system changes.

"l Adobe Reader - [Disk Change Mo
21 M

T2 Eowescoy & @ @ searen

I T CUHEE

Disk change Momitoring Report

Number of Changes Per File Extension

oot Fites a1s Eites 303 %

M 5s rites 6 Files 188w

T

Wl v Fites 287 FiTes 192 %
W >es Fites 228 Files 9.47 %
[l Prc Fites 160 Fites 6.65 %
Wl svs Fites 2 Fites s.m2%
Wl crF Fites 80 Files 3.32 %
W o5 Fites 70 Files 2.91 %

[Clxa Fites 66 Files 2,74 %

[l owners a6 39 FiTes 1325 %

Total Disk Space Per File Extension

W oat Fites 91.55 M8 65.49 %
B 35 Files 11.31 M8 8.09 %
Ml Los Fites 10.59 M8 7.58 %

[ vor Fries 7.5 w8 s w

[ oot Fites a.00 m 2.86 %
M oo Fites 3.75 B 2.68 %

B css Files 2.30 ve 2.08 %

Attachments

M oF Fites 1.80 M 1.29 %

[ Fries 147 e 106 %

[ oters 24) a.55 e sa7 %

[ comments

g
==

a 5 14 4 2206 p Pl © © | mH

In addition to the full list of detected changes, detailed PDF reports include pie charts showing
the number of file system changes and the total disk space per file category according to the
currently selected file categorization mode. For example, if the second-level file categories
mode is set to categorize changes by the file extension, the PDF report will display pie charts
showing the number of changes per file extension.

12
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3.7 Exporting Changes to an SQL Database

DiskPulse Ultimate and DiskPulse Server provide the ability to export detected file system
changes to an SQL database via the ODBC database interface. In order to be able to export
file system changes to an SQL database, the user need to configure the ODBC database
interface on the main options dialog.

Enable ODBC Interface

ODBC Data Source: MySQL Server

User Name: diskpulze

Password: TTTTYYITTS

In order to configure the ODBC interface, open the main options dialog, select the 'Database’
tab, enable the ODBC database interface, enter the ODBC data source name, the ODBC user
name and password to use to connect to the SQL database and then press the 'Verify' button
to check the specified ODBC interface.

File Command Tools Help

& O 0an e

Monitor ~ Continue  Pause Stop Database Charts  Layouts Options Help

Profiles @ Date Operation Size Cwner Mame
& Default Profile 07-Apr-2015 Modified 0.47 KB Administrators  G\Users\alex-s\AppDataiLocal\Mo...
& Monitor System Disk 07-Apr-2015 0 Bytes =
07-Agr-2015 Modified 0 Bytes Open ke \With ..
07-Apr-2015 Created 647 KB Open Location in Explorer ...
07-Apr-2015 Modified 0 Bytes
07-Apr-2015 Modified 647 KB Export Changes To SOL Database L\\?
07-Apr-2015 Modfied 12853 KB
07-Apr-2015 Deleted 0 Bytes
— 07-Apr-2015 Deleted 0 Bytes
Directories L2 | |6 07-Apr-2015 Created 0 Bytes
B 0 07-Apr-2015  16:33:59 Modified 0 Bytes Exclude Changes By Extension ...
0 07-Apr-2015  16:33:59 Modified 2132 KB
© 07-Apr-2015  16:33:59 Created 0 Bytes =1 Properties ...
© 07-Apr-2015 :33: Modified 0 Bytes
0 07-Apr-2015 3 Modified 48,62 KB Administrators
@ 07-Apr-2015 ] Deleted 0 Bytes = CihUsers\alex-s\AppDatatLocal\Mo...
& 07-Apr-2015 :33: Modified 1.50 MB alex-s Cih\Users\alex-s\AppData'\Roaming...
& 07-Apr-2015  16:33:59 Modified 4862 KB Adrinistrators  C\Usershalex-s\AppDataiLocal\Mo..,

% Menitor Home Directories
& Menitor SOL Database

O o6 §

Copy Changes To Clipboard

§

Exclude Changes By Location ...

Status Value |22] Categorize By Extension - ] ‘ File Categories —_ | &

= Total Chan... 365 [2z] NOEXT Files 261 MB 173

[ Bxcluded Fi... 0 || CACHE Files 580 Bytes E
Change Rate 380 CH/Min || ) SBSTORE Files 454 MB E2)
Process Ti, 57,66 Sec | PSET Files 595 MB 27

|| DEFAULT Files 0 Bytes i}

s3] 15 Files 51817 KB 10

| SQLITE Files 12950 MB 9

| SQLITE-SHM Files 256.00 KB

&) Ready Total: 365 Changes Current: 365 Changes Filtered: NA Change Rate: 380 CH/Min

Once finished configuring the ODBC database interface, select one or more detected file
system changes, press the right mouse button, select the 'Export Changes to SQL Database'
menu item and enter the name of the SQL database table to export changes to. DiskPulse will
connect to the specified SQL database and export the selected file system changes to the
specified SQL database table.

13
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In order to import file system changes from an SQL database to Microsoft Excel, select the
menu 'Data - Import External Data - New Database Query' menu item, select the ODBC data
source to import the data from, select the SQL database table name that was specified during
the export operation, select SQL database table columns to be imported, optionally select the
data sorting mode and press the 'Finish' button.

: {ijg E&ﬁ ‘\_Fjew l;m-t Fglmat Tools  Da Windc Hel Type & question for help

R WA= NIEWERIE RS N EENEL B ok -@fiv -
A 52 A

B | Sl D Subtotals... I |
Validation...

Text to Columns...

BivotTable and PivetChart Report...

- ]

Import External Data B Import Data...

List G Mew Web Query...
AML | “1  Mew Database Query... !}J

o i g et
Refresh Data

1
| 2
|3
| 4
| 5
| &
|7
| 8

1 W

oy

[« » wl Sheet1 / sheet2 / Sheet3 / !
Ready

For each detected file system change, DiskPulse exports to the SQL database the following
columns of data: a unique change ID, the date and time of the change, the type of the change
(created, modified, renamed or deleted), the size of the file as recorded at the time of the
change, the user name of the file owner and the full file or directory name.

[{3] Fle Edt View Insen Formst Tools Dats Window Help Type s question for help
|

L 3 T S A0 0|8 A e - @ A
A24 - A 23
Al B [ C [ D [ E [ F
id |dt ctype fsize owner name
1/12-Apr-2015 11:24:25 | Created |0 Bytes |SYSTEM | C\Windows'TempiTMP000000487674CAF7O0CFCA4TS.
212-Apr-2015 11:24:25 | Modified 0 Bytes Administrators | C:\Windows'\Temp
312-Apr-2015 11:24:25  Modified 512.00KB  |SYSTEM | C:\Windows\Temp\TMP00000048767T4CAFTOCFCA4TI
412-Apr-2015 11:24:25  Modified (256.00 KB |SYSTEM |C\Users‘alex-s'ntuser.dat. LOG1
512-Apr-2015 11:24:25 | Modified 350 MB \alex-s | CWUsers\alex-s\NTUSER.DAT
612-Apr-2015 11:24:25  Modified |3.50 MB |alex-s |C:\Users\alex-s\NTUSER.DAT
7112-Apr-2015 11:24:25  Modified 13.50 MB |alex-s (C\Users\alex-s\NTUSER.DAT
8 12-Apr-2015 11:24.26  Deleted |0 Bytes - | C:\Windows\Temp\TMP000000487674CAFTOCFCA4T3
9/12-Apr-2015 11:24-26 | Modified |0 Bytes Administrators | C'\Windows\Temp
10/12-Apr-2015 11:24:26 | Modified 26600 KB | SYSTEM | C:\Windows'System32iconfig\SOFTWARE LOG1
11/12-Apr-2015 11:24:26  Modified 0 Bytes ‘Administrators | C-\Windows\System32\config
12/12-Apr-2015 11:24:26  Created |0 Bytes | SYSTEM | C:\Windows\Temp\TMP0000004308C5FDICIFDAD4AS
13/12-Apr-2015 11:24:26  Modified (0 Bytes Administrators | C:Windows\Temp e - .
14/12-Apr-2015 11:24:26  Modified 51200 KB | SYSTEM | C:\Windows'\Temp TMP0000004308C5FD3CIFDAN4AS
15/12-Apr-2015 11:24:26  Modified 61.00MB  |SYSTEM | C:\Windows\System32\config\ SOFTWARE
16 12-Apr-2015 11:24:26  Modified 61.00MB  |SYSTEM | C:\Windows\System32\config\SOFTWARE
17/12-Apr-2015 11:24:26 | Modified 6100MB  |SYSTEM |C:\Windows\System32\confighSOFTWARE
18/12-Apr-2015 11-24:26  Created |0 Bytes |Administrators | C\Users'alex-s\AppData\Local\TempinsF5B5 tmp
19/12-Apr-2015 11:24:26  Modified |0 Bytes |alex-s |C:\Users‘alex-s\AppDatalLocal\Temp
2012-Apr-2015 11:24:26 | Deleted 0 Bytes — C:\Users‘\alex-s\AppData\Local\Temp\nsrF5B5.tmp
2112-Apr-2015 11:24:26 0 Bytes ‘alex-s Ci\Users\alex-s\AppData\Local\Temp

N i |

Ready I
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3.8 Exporting Reports to an SQL Database

DiskPulse Ultimate and DiskPulse Server provide the ability to submit disk change monitoring
reports into a centralized SQL database through the ODBC database interface. Reports may be
submitted to an SQL database using the main GUI application or the command line utility,
which may be used to perform disk monitoring operations on multiple servers or desktop
computers and submit all reports to a centralized SQL database.

Format: ﬁ%%@qﬁ ’
® HTML Report
® HTML Summary
“E| PDF Report
i PDF Summary
= Text Report

1 Text Summary
[ CsVReport

= CSV Summary
| XML Report

] %ML Summary
S8 FLR Report

File Mame;

The report database dialog displays reports that were submitted to the database and allows
one to search reports by the report title, host name, date or directories that were monitored.
For each report in the database, DiskPulse displays the report date, time, host name,
directories that were monitored, the amount of changes and storage space the report refers to
and the report title. In order to open a report, just click on the report item in the report
database dialog.

’ |¢ Report Title v‘ ICmIBhs

Date Time Host Changes Space Label

, 18/Feb/2016  14:40:53 flexcore 4 200 12017 MB Monitor Sys... Disk Change Monitering ..
, 18/Feb/2016  14:40:34 flexcore : 200 148.50 MB Monitor Sys... Disk Change Menitering ..
. 18/Feb/2016  14:39:45 flexcore : 200 93.88 MB Monitor Sys... Disk Change Monitoring ...
17/Dec/2015  12:21:13 flexcore : 852 573.02 MB Default Prof.. Disk Pulse Monitoring Re...
17/Dec/2015  12:17:33 flexcore 4 973 51542 MB Default Prof.. Disk Pulse Monitering Re..
12/Apr/2015  11:24:39 flexcore - 343 280,40 MB Monitor Sys... Disk Change Menitering ..
07/Apr/2015  19:06:12 flexcore : 1063 1214 MEB Default Prof.. Disk Pulse Monitoring Re...
07/Apr/2015  19:05:30 flexcore : 194 176.50 ME Default Prof.. Disk Pulse Monitoring Re...

(T T T T

=, Search ] "I_It Add l l,_; Open ] [;y Delete ] IH Backup ‘ [ Restare ] |Reports:8 . |Di5|:vla1;ed:ﬁ Close

In order to connect DiskPulse to an SQL database, the user is required to define an ODBC data
source in the computer where DiskPulse is installed on and to specify the ODBC data source in
the DiskPulse options dialog. Open the options dialog, select the 'Database' tab, enable the
ODBC interface and specify a valid user name and password to connect DiskPulse to an SQL
database.

In order to export a report to an SQL database, press the 'Save' button on the results dialog
and select the 'SQL Database' format. In addition, the user is provided with the ability to use
the command line utility, which is available in DiskPulse Ultimate and DiskPulse Server, to
export reports to an SQL database.
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3.9 Searching File System Changes

DiskPulse allows one to search file system changes by the file hame, category, modification
date, file owner, file size, etc. in all disk change monitoring reports stored in an SQL database.
In order to search file system changes in DiskPulse Ultimate or DiskPulse Server, open the
database dialog and press the 'Search' button. In order to search file system changes in the
reports database, press the 'Search' button located on the main toolbar.

’iﬁSearmChangesInAHHngia -v”ii_?!Sear::h All Types of Changes.

ELTTEN .

| £ seareh | | concel |

The host selector, located in the top-left corner of the search dialog, provides the ability to
search changes in disk change monitoring reports submitted from all hosts or to select a
specific host name to search for. The change type selector, located in the top-right corner of
the search dialog, allows one to search for all types of file system changes or to select a
specific change type such as: created files, modified files, renamed files or deleted files.

[Iz_f'jSear&[}'lang&:Inﬂl-losts

€ Search Created Files and Directories
= l ® Search Modified Files and Directories

@ Search Renamed Files and Directories
X l & Search Deleted Files and Directories

|:.-__1:FﬂeName ch@n:am

l ] Modification Date ] llnﬂzmge

(Esemer | [ |

DiskPulse is capable of searching file system changes by one or more search rules which may
be configured to find changes by the file hame, extension, location, category, file size, file
owner and modification date. Also, advanced users are provided with the ability to create
hierarchical search rules with logical operators allowing one to find very specific changes.

|2:] Search Changes In All Hosts v” |2:] Search All Types of Changes

! Icmm --] Disk Pulse

[ File Name
[+ Extension
|1 Ful Path
& Category
' File Size

(s ] Lol |

& User Name
2 Modification Date
|2:] Mested Rules
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For example, in order to search for all changed programs, executable files and DLL libraries,
select the 'Category' file search rule and press the '..." button to browse for available file
categories.

% Default File Classification Plugin

Mame Type

|_1 Documents, Books and Help Files Class Group
|1 Garne Files Class Group
|1 Images, Pictures and Graphic Files Class Group
|1 Internet Files Class Group
| Miscellanecus Files Class Group
|1 Movies, Clips and Video Files Class Group
|1 Music and Audic Files Class Group
B Programs, Exensions and Script Files Class Group
|_] Temporary Files Class Group
[ Windows Files Class Group

|Doub{e—Clid< on a Group to See Additional Categories

% GoUp |

On the 'Categories' dialog, select the 'Programs, Extensions and Script Files' file category and
press the 'Ok’ button. If required, add a date range rule to find changes that occurred during a
specific time interval or a location rule to find changes in a specific location such as the
Windows system directory, etc.

IIE_:iSe;rd:ﬂmgeslnAﬂHﬂsts THIE_:_JSE.ard':MTy;:ES_afChmg.e.s

I % Category - l IRﬂatEd To - ] Programs, Extensions and Script Files E

[El Modification Date r”_IﬂR;ﬂge .--] 27-0ct-2011 w Tor D1-Mow-2011 = B

IIJHJHPath - I Iﬂeg;\n;; With vJ C:\Windows B

[ & search | [ cancel |

Once finished adding search rules, press the 'Search' button and wait for the search operation
to complete. Search results are displayed in the standard disk change monitoring results
window allowing one to categorize and filter results, save HTML, text, Excel CSV or XML
reports and generate pie and/or bars charts.
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3.10 Monitoring Multiple Directories

DiskPulse is capable of monitoring multiple disks or directories. In order to monitor multiple
directories, press the 'Manage Profile' button, which is located on the right side of the profile
selector combo box and specify all the disks or directories that should be monitored.

Manitor Disks or Directories

B G\
B E\
B B\
B3 oA

|E Begin Monitoring on Computer Startup

All the specified disks and/or directories, including all subdirectories, will be monitored
simultaneously and all file system changes will be reported in a single, interleaved view. Users
requiring separate change lists for multiple disks or directories may start multiple instances of
the DiskPulse GUI application and select a different monitoring profile in each of them.

3.11 Monitoring Specific File Types

DiskPulse Pro provides power computer users with the ability to monitor specific file types
according to the specified file matching rules. For example, the user may specify to monitor
changes in program files and DLL libraries located on the system disk.

Monitor Files Matching Criteria

& Categorized As: Pragrams, Extensions and Script Files
[ File Path Begins With: C:A\WINDOWS

[¥] Begin Monitoring on Computer Startup

In order to add one or more file matching rules, open the profile dialog, select the 'Rules' tab
and press the 'Add' button. On the 'Rules' dialog select an appropriate rule type and specify all
the required parameters. During the disk monitoring process, DiskPulse Pro will monitor all the
input directories and apply the specified file matching rules to all changed files. Files not
matching the specified rules will be skipped and the results view will contain user-selected files
only.
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3.12 Excluding Directories from the Monitoring Process

DiskPulse provides the ability to exclude one or more directories from the disk change
monitoring process. In order to configure exclude directories for a disk change monitoring
operation, open the monitoring profile dialog, select the 'Exclude' tab and add one or more
directories to exclude.

Iiil Moritor Exclude Directories

— 1 CAWindows\winsxs
= Options (21 SCOMNTAINS Snapshots

Eegin Monitoring on Computer Startup

In the simplest case, just add a full directory path to exclude from the disk change monitoring
process. In addition, advanced users are provided with a number of exclude directories macro
commands allowing one to exclude multiple directories using a single macro command.

DiskPulse provides the following exclude directories macro commands:

» $BEGINS <Text String> - this macro command excludes all changes detected in
directories beginning with the specified text string.

» $CONTAINS <Text String> - this macro command excludes all changes detected in
directories containing the specified text string.

» $ENDS <Text String> - this macro command excludes all changes detected in
directories ending with the specified text string.

« $REGEX <Regular Expression> - this macro command excludes all changes
detected in directories matching the specified regular expression.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all
changes detected in directories with "'Temporary Files' at any place in the full directory path
and the exclude macro command '$REGEX \.(TMP|TEMP)$' will exclude changes detected in
directories ending with "."TMP' or "."TEMP'.
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3.13 Sending E-Mail Notifications

Sometimes, it may be required to send E-Mail notifications about changes in critical system
directories or files. In order to enable E-Mail notifications for a disk change monitoring
command, open the monitoring command dialog, select the 'Advanced' tab, enable disk
change monitoring actions and specify the number of file system changes that should trigger
the specified notifications actions.

Default Repaort Title Disk Change Monitoring Report

Keep In System Memary Last | 2000 Changes

[7] Execute Selected Actions Every 1000 Changes.

i\ Add Send HTML Netification To - diskpulse@yourcompany....
Save PDF Report To - d\disk_monitors_reports

Save Report To SQL Database

@ Begin Monitoring on Computer Startup W

Now, press the 'Add' button and add an E-Mail notification. Every time the specified number of
file system changes will be detected, DiskPulse will send an e-mail notification containing a list
of detected file system changes to the specified e-mail address. After each e-mail notification,
DiskPulse will clear the change list and restart the disk monitoring operation. In order to send
multiple notifications to different E-Mail addresses, just add a number of notification actions
with each one configured to send notifications to a different destination E-Mail address.

‘éDlskC’hangeMDﬂMD —

Select an Action To Execute

ISend HTML Motification to E-4¥ail » | diskpulse@yourcompany.com

Enter a destination E-Mail address. Cancel

Finally, open the 'Options' dialog, select the 'E-Mail' tab, enable E-Mail notifications and specify
an SMTP server and a valid e-mail account to sent notifications through. Once finished
configuring the SMTP server, press the 'Verify E-Mail' button to verify the specified server host
name and E-Mail account.

| = Disk Pulse Server Options
General = -
Enable E-4Mail Motifications:
llﬁ Reports
[
Database
B
@] Server

Source E-Mail Address: diskpulse @yourcompany. com

SMTP Server Mame: mail. yourcompany. com Port: 465

SMTP User Name: diskpulse Password: sesssssss

Use Secure Connection: | S5L
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3.14 Generating Reports and Executing Custom Actions

DiskPulse Ultimate and DiskPulse Server provide power users and IT professionals with the
ability to automatically generate reports, send messages to the system event log, save reports
to an SQL database and/or execute custom commands, scripts and/or batch files when a disk
monitoring operation detects a user-specified number of file system changes.

@ Monitor All Disks

Default Report Title Disk Change Monitoring Report

Keep In System Memory Last | 2000 Changes

[¥] Execute Selected Actions Every 1000 Changes

4 Add Send HTML Metification To - diskpulse@yourcompany....
Save PDF Report To - di\disk_monitors_reports

Save Report To S5QL Database

[¥] Begin Monitoring on Computer Startup Cancel

In order to configure one or more notification or report generation actions, open the disk
change monitoring command dialog, select the 'Advanced' tab, enable disk monitoring actions,
specify the number of changes that should trigger disk monitoring actions and add one or
more actions configured to perform required operations.

Select an Action To Execute

Save PDF Eq:&tﬁﬂgg v | diidisk_monitoring_reports
Send HTML Notification to E-Mail
Send Text Notification to E-Mail
Send POF Report to E-Mail | ok || cancel |
Send XML Report to E-Mail

Send CSW Report to E-Mail

Send DiskPulse Repart to E-Mail
Send Error to System Event Log
Send Warning to System Event Log
Send Message to System Event Log
Save HTML Report File to

Save Text Report File to

Save CSW Report File to

Save XML Report File to

Save DiskPulze Report File to h‘
Save Report to SQL Database
Send Report to DiskPulse MNetwork:
Execute Custom Command

Play Motification Sound

Every time the specified number of file system changes will be detected, DiskPulse will
perform the specified operations. In order to allow a custom command to access the latest list
of file system changes, add an automatic report generation action and specify a pre-defined
report file name, which will be used by the subsequent command action to access the change
list. After finishing execution of the specified disk monitoring actions, DiskPulse will clear the
change list and restart the disk monitoring operation.
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3.15 Sound Notifications

DiskPulse provides the ability to play notification sounds when a monitoring operation started,
completed or failed. In addition, the user is provided with the ability to play a notification
sound when a user-specific number of changes is detected. Finally, DiskPulse allows one to
enable, disable or customize all types of sound notifications.

EREmpes e

Sound Description Sound File

[7] Monitoring Operation Started C\Prograrm Files\Disk Pulse Ultimatetsounds...
[7] Monitering Operation Completed  C\Program Files\Disk Pulse Ultimatelsounds',...
[#] Monitoring Operation Failed C\Program Files\Disk Pulse Ultimatetsounds)\...
[¥] Menitoring Metification Ch\Program Files'Disk Pulse Ultimatelsoundsh..,

|3 Play | Click on an item to set a custom sound file, [H Save J [ Cancel l

In order to open the 'Notification Sounds' dialog, select the menu 'Tools - Notification Sounds'.
The 'Notification Sounds' dialog allows one to enable or disable specific notifications and/or set
a custom sound file for a notification. In order to select a custom sound file for a notification,
click on the notification item in the 'Notification Sounds' dialog and select a custom WAV file.
In order to play the currently set notification sound file, select a notification item and press the
'Play’ button.

In addition, DiskPulse provides the ability to play a notification sound when a user-specific
number of disk changes is detected. In order to add a sound notification action, open the disk
monitoring profile dialog, select the 'Advanced' tab, enable disk change monitoring actions,
press the 'Add' button and select the 'Play Notification Sound' action type.

Select an Action To Execute

Play Motification Sound

Send HTML Motification to E-Mail
Send Text Notification to E-Mail
Send PDF Report to E-Mail E
Send XML Report to E-Mail

Send CSV Report to E-Mail

Send DiskPulse Report to E-Mail
Send Error to System Event Log
Send Warning to System Event Log
Send Message to System Event Log
Save HTML Report File to

Save Text Report File to

Save C5V Report File to

Save XML Repaort File to

Save PDF Report File to

Save DiskPulse Report File to

Save Report to SQL Database
Send Report to DiskPulse Network
Execute Custom Command

The sound notification option is especially useful in conjunction with report generation actions
allowing one to play sound notifications each time a new disk change monitoring report is
generated.
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3.16 Automatic Report Management

DiskPulse allows one to keep a user-specified number of reports in the reports directory or the
reports SQL database while automatically deleting old reports and freeing up the disk space.
These features are especially useful for fully automated disk change monitoring configurations
when the user needs to keep a history of report files in a reports directory or a history of disk
change monitoring reports in an SQL database.

5 i e sover Orion: S -

Keep in Reports Directory: 100 Last Reports

Keep in 5QL Database: 100 Last Reports

Excel CSV Reports Delimiter: |Comma ()

[] E-Mail Report Files Date Format: |DD—MON—YWY

[¥] save File Categories [7] save Compressed Repart Files

l_-‘5l=] Furlirde

|BSEI\|’E | Cancel |

By default, DiskPulse keeps all reports in the reports directory or the SQL database. In order
to enable automatic report management, open the 'Options' dialog, select the 'Reports' tab
and change the 'Report Files' or 'Report Database' options to appropriate values.

The 'Keep in Reports Directory' option is applicable to HTML, text, Excel CSV, XML and
DiskPulse native reports saved to a reports directory or to the user's home directory using
automated report generation actions. After saving each new report, DiskPulse will check if
there are too many reports of the same type (HTML, XML, CSV, etc.) in the reports directory
and delete old reports according to the user-specified configuration.

The 'Keep in SQL Database' option is applicable to disk change monitoring reports submitted
to an SQL database using the DiskPulse GUI application, the DiskPulse command line utility or
the DiskPulse server. After saving each new report to the database, DiskPulse will check if
there are too many reports from the same host computer, monitoring the same set of disks or
directories and delete old reports according to the user-specified configuration. For example, if
two servers are submitting reports to the same SQL database, DiskPulse will keep in the
database X last reports for each server.

DiskPulse Enterprise, which is capable of receiving and analyzing reports received from
multiple servers or desktop computers, manages reports in the database according to the
same configuration options. For each server and each set of monitored disks or directories,
DiskPulse Enterprise keeps a history of X last disk change monitoring reports according to the
user-specified configuration.

The 'Save File Categories' option allows one to enable/disable exporting of file categories to
HTML, text, Excel CSV and XML reports. Second-level file categories are available when
reports are saved using the DiskPulse GUI application manually. Automatically generated
reports or reports saved using the DiskPulse command line utility always saved without file
categories. When the 'File Categories' option is enabled, DiskPulse GUI application will save
second-level file categories to HTML, text, Excel CSV and XML reports.

The 'Save Compressed Report Files' option allows one to save automatically generated
HTML, text, Excel CSV and XML reports as compressed archive files.
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3.17 Using the System Tray Icon

DiskPulse Pro and DiskPulse Ultimate provide the ability to minimize the main GUI application
to the system tray while allowing one to control the disk monitoring process using the system

tray icon's context menu.

= Disk Pulse Uttimate Options

I~

§=== Database

E-Mail

@ Shortcuts
@_ Prangy

Option
Remove Duplicate File System Changes
Request Admin Monitoring Permissions
[] Abort Cperation on Critical Errors
[] Automatically Begin Menitoring on Start
[] Save Remaining Changes On Close
[] Always Keep Changes in Memory

[] Allow Multiple Application Instances
Minimize To System Tray

[] Start Minimized

[] Enable Crash Log File

[] Use Custom HTML Report Header and Footer

In order to enable the system tray icon, open the advanced options dialog and select the
'Minimize to System Tray' option. With this option enabled, the DiskPulse main GUI application
will minimize itself into the system tray and allow one to start, pause, continue and stop the
disk monitoring process using the system tray icon's context menu.

Show Disk Pulse

i

[

Start Monitor h

Continue Monitor

Pzuse Monitor

EEO

Stop Menitor

Rezet Monitor

X}

&

Cuit

6:10 PM

Thursday

A minimized application may be shown at any time by clicking on the system tray icon.
Another option is to click the right mouse button over the system tray icon and to select the
'Show Disk Pulse' menu item.
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3.18 Windows Shell Integration

DiskPulse provides Windows shell integration capabilities allowing one to start disk change
monitoring operations directly from the Windows Explorer application. In order to monitor one
or more disks or directories, select the required disks or directories in the Windows Explorer
application, press the right mouse button and select the 'DiskPulse - Monitor Changes' menu.

[o | o Gompurer ]

Organize = Properties Systermn properties Uninstall or change a program =~ 2 | L @

P Fausiites "« Hard Disk Drives (4)

W Desitap disk c (C)
& Downloads

“Z] Recent Places

Open
259 GB free of Disk Pulse - Monitor Changes ... [:}

disk d (D:) Open in new window

B Libisies Turn on BitLecker...
@ Documents Share with
J" Music | T — Restore previous versions
& Pictures 159 GB free of
: Format...
B videos disk_h (H:)

Copy
264 GB free of

H
i‘@ omegroup Create shortcut

Rename
18 Computer

&, disk_c (C) Properties
iy disk_d (D2)
il disk_f (F2)
iy disk_h (H:)

-

S disk ¢ (C) Spaceuser: i— | Totalsize: 58.4 GB
w Local Disk  Space frees 25.9 GB File systern: NTFS
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3.19 Managing Disk Monitoring Profiles

In order to simplify monitoring of multiple disks or directories using customized sets of
parameters, DiskPulse provides the user with the ability save a number of profiles and specify
pre-defined directories to process and configuration options for each of them. The simplest
way to add a new disk change monitoring profile is to press the 'Add' button located in the
top-right corner of the profiles view.

-
| (= Disk Pulse Ultimate - Monitor System Dis

| File Command Tools Help

& 00U BBE = B 6

Monitor | Continue  Pauss Stop Reset Save  Datsbase Charts  Layouts Cptions Help
Profiles |£I Date Time Orperation Size Owner MName *
™ Default Profile ¢ 20-Jan-2015  16:29:28 Meodified 256.00 KB SYSTEM ChUsers\alex-s\ntuser.dat.LOGL [
= Monitor System Disk &5 Add Profile Madified 3.50 MB alex-s Ch\Usershalex-s\NTUSER.DAT
& Monitor Home Direct ~ Created 0 Bytes Administrators C:\Program Files (x86)\lcoFX 1.6%is-...
M Monitor SQL Databas = Edit Profile Modified 0 Bytes Administrators  C:\Program Files (x86)\[coFX 1.6
2 L\\) Madified 721.00 KB Administrators C:\Program Files (x86)\lcoFX 1.6%is-...
Copy Profile ... Created 0 Bytes Administrators  C:\Program Files (x86)\[coFX 1.6%is-...
e Mod?ﬂed 0 Bytes Adm?n?strators C:\Program F?Ies (xB6)\IcoFX 1.6 .
Madified 2.64 MB Administrators  C:\Program Files (86)\[coFX 1.6%is-...
= ; #  Create Desktop Shortcut Deleted 0 Bytes --- C:\Program F?Ies (xB6)\IcoFX 1.5\;:...
Directories Renamed 0 Bytes C\Program Files (x86)\IcoFX 1.6%is-...

3 Cy B Export Profile .. Renamed To  2.64 MB Administrators  C:\Program Files (x86)\lcoFX 1.6%1c..,

; Meodified 0 Bytes Administrators  C:\Program Files (x86)\IcoFX 1.6
Import Profile .. Madified 254 MB Administrators C:\Program Files (86)\lcoFX 1.6\c...
Created 0 Bytes Administrators C:\Program Files (x86)\IcoFX 1.6%is-...
Move Profile Up ... Modified 0 Bytes Administrators C:\Program Files (x86)\IcoFX 1.6
Miire Biatile Bk o Meodified 0 Bytes --- C\Program Files (x86)\IcoFX 1.6%is-...
Deleted 0 Bytes --- C\Program Files (x86)\IcoFX 1.6%lib...
[ Delete Profile Meodified 0 Bytes Administrators  C:\Program Files (x86)\IcoFX 1.6 -
Status Value o CatEgarze BY Change Type > — | File Categories ——— | 100% | k3
Date 2015/01/20 ' Modified Files 1531 MB 164 5240 %
Time 16:29:43 @ Renamed Files 365 MB 66 21.09 %
Host Name  flexcore @ Deleted Files 0 Bytes 46 4.70 %
Total Chan... 313 & Created Files 451 KB 37 1.82%
Current Ch.., 313
Excluded Fi... 0
= Change Rate 938 CH/Min
= Process Ti... 20.03 Sec
@ Ide Totalk 313 Changes Current: 313 Changes Filtered: NA Change Rate: 0 CH/Min

The DiskPulse GUI application allows one to add new profiles, edit profiles, export/import
profiles and delete profiles. In addition, the user is profiled with the ability to associate a
keyboard shortcut with each user-defined profile. Finally, DiskPulse allows one to create a
direct desktop shortcut for each profile, which may be used to start monitoring operations in a
single mouse click.

In order to edit a disk monitoring profile, select the profile item in the profiles view, press the
right mouse button and select the 'Edit Profile’ menu item. Select a profile item, press the
right mouse button and select the 'Delete Profile' menu item to delete the profile from the
product configuration. All the user-defined profiles listed in the profiles view are stored in the
user-specific product configuration file, which may be exported for backup purposes and later
used to restore the product configuration on the same or another computer.
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3.20 Configuring DiskPulse Desktop Application

Select the 'Tools - Advanced Options' menu item to open the options dialog.

[¥] Show Main Toolbar
Il;ﬁ Reports
]

I
EH1 Database
=TT

[¥] Remove Duplicate File System Changes

[7] Request Admin Monitering Permissions

[7] Abort Operation on Critical Errors

P [] Save Remaining Changes On Close

@J Server [7] Always Keep Changes in Memory

= [7] Use Custom HTML Repert Header and Footer

E E-Mail [7] Allow Multiple Application Instances
[7] Minimize To System Tray
F:"? Rules [] Start Minimized

[7] Enable Crash Leg File

| Furclude

The 'General' tab allows one to control the following options:

Show Main Toolbar - Enables/Disables the main toolbar

Always Show Profile Dialog Before Start - Instructs DiskPulse to show the profile dialog before
starting the monitoring process.

Automatically Check For Product Updates - select this option to instruct DiskPulse to
automatically check for available product updates.

Abort Operation On Critical Errors - by default DiskPulse is trying to process as many files as
possible logging non-fatal errors in a process log. Select this option to instruct DiskPulse to
abort operation when encountering a critical error.

The 'Shortcuts' tab provides the user with the ability to customize keyboard shortcuts. Click
on a shortcut item to edit the currently assigned key sequence. Press the 'Default Shortcuts'
button to reset all keyboard shortcuts to default values.

Command Shortcut
Start Monitor

Pause Menitor

Continue Monitor

Stop Monitor

Edit Command
Select First termn

Select Last ltem

W] Select Previous Item
Select Previous Itemn
Select Mext Item

Ctrl+E
Home
End
Left
Up
Right

The 'Proxy' tab provides the user with the ability to configure the HTTP proxy settings.
DiskPulse uses the HTTP protocol in order to inquire whether there is a new product version
available on the web site. By default, DiskPulse detects proxy settings and connects to the
Internet directly or through an HTTP proxy depending on the configuration of the host
computer. Depending on a specific host and network configuration, the user is provided with
the ability to connect to the Internet directly, trough automatic HTTP proxy discovery or
manually by entering the HTTP proxy server name and port.
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The 'E-Mail' tab allows one to specify an SMTP e-mail server to be used to send e-mail
notifications. Check the 'Enable E-Mail notifications' checkbox and specify a valid SMTP server
name, an account name, a password and a source e-mail address to be used to send e-mail
notifications through.

Enable E-Mail Notifications:

Source E-Mail Address: diskpulse @yourcompany. com
SMTP Server Name: mail. yourcompany.com Port: 465

SMTP User Name! diskpulse Password:; sesssssss

Use Secure Connection: | 550

DiskPulse Ultimate and DiskPulse Server provide power computer users and IT professionals
with the ability to export lists of detected file system changes to an SQL database via the
ODBC interface.

Enable ODEC Interface

ODBC Data Source: MySQL Server

M User Mame: diskpulse
m Rules
&8l Fyrludse

Password: EEEREEESE

In order to enable the database export capability, open the 'Options' dialog, select the
'Database’' tab and specify a valid ODBC data source name, user name and password.
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3.21 DiskPulse GUI Layouts

In order to improve GUI usability, the DiskPulse main GUI application provides three user-
selectable GUI layouts. Press the 'Layouts' button to switch the GUI application to the next
GUI layout.

=

File

Disk Pulse Ultimate - Moni
Command Tools Help
&, Monitor

4 Reset

Time

H save

Operation
Medified
Created
Medified
Created
Medified
Created
Modified
Medified
Renamed
Renamed To
Modified
Medified
Created
Modified
Medified
Renamed
Renamed To
Modified

& continue [ Pause [&] Stop [ Database @l Charts Layouts |2 Options 3 Help

Date

0 20-Jan-2015
© 20-Jan-2015
) 20-Jan-2015
© 20-Jan-2015
) 20-Jan-2015
© 20-Jan-2015
0 20-Jan-2015
0 20-Jan-2015
@ 20-Jan-2015
& 20-Jan-2015
0 20-Jan-2015
0 20-Jan-2015
© 20-Jan-2015
0 20-Jan-2015
0 20-Jan-2015
@ 20-Jan-2015
@ 20-Jan-2015
0 20-Jan-2015

Owiner
TrustedInstaller
Administrators
Administrators
Administrators
Administrators
Administrators
0 Bytes Administrators
688.00 KB Administrators
0 Bytes 55

698.28 KB
0 Bytes
698.25 KB
0 Bytes

Size Name
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes

Profiles
* Default Profile
< Monitor System Disk.
Monitor Home Directories
% Monitor SQL Database

C:\Program Files

C:A\Program Files\CPUID\CPU-Z
C:\Program Files\CPUID

C:\Program Files\CPUID\CPU-Z\uni...
C:\Program Files\CPUID\CPU-Z
C:\Program Files\CPUID\CPU-Zhis-.,
CAProgram Files\CPUID\CPU-Z
C:\Program Files\CPUID\CPU-Zis-
C:A\Prograrm Files\CPUID\CPU-Z\is
CA\Program Files\CPUID\CPU-Z\uni...
C:\Program Files\CPUID\CPU-Z
C:\Program Files\CPUID\CPU-Z\uni...
C\Program Files\CPUID\CPU-Z\is-R...
C:\Program Files\CPUID\CPU-Z
C:\Program Files\CPUIDY CPU-Z);
C:\Program Files\CPUID\CPU-ZVis-R.
CAProgram Files\CPUIDYCPU-Z\cpu..,
C:\Program Files\CPUID\CPU-Z

Directories
CA

15:33:16 Administrators
Administrators
Administrators
Administrators
0 Bytes Administrators
251 MB Administrators
0 Bytes 55

251 MB Administrators

0 Bytes Administrators

15:33:16

Status alizs: l|ﬁ Categorize By Extension e I— | Filz Categories
Total Chan.. 633
Excluded Fi... 0

# Change Rate 556 CH/Min

&) Process Ti., 1Min, 8 Secs

NOEXT Files
PMG Files
|| TMP Files
J5 Files
= TKT Files
|25] FLX Files
|| LOGI Files
[m] EXE Files

Total: 633 Changes Current: 633 Changes

839 KB
8LB5 KB
4.58 MB
20288 KB
138 MB
285,06 KB
375 MB
7.92 MB

250
96
51
43
36
32
20
19

Change Rate: 556 CH/Min

@ Ready Filtered: NA

The first (default) GUI layout displays large toolbar buttons with descriptive text labels under
each button and shows the directories entry and the profiles combo box under the main
toolbar.

Owiner
TrustedInstaller
Administrators
Administrators
Administrators
Administrators
Administrators
0 Bytes Administrators
688.00 KB Administrators
0 Bytes 55
698.28 KB Administrators
0 Bytes Administrators
698.28 KB Administrators
0 Bytes Administrators
0 Bytes Administrators
251 MB Administrators
0 Bytes 55

251 MB Administrators
0 Bytes Administrators

Size Name
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes

Time
15:33:16
15:33:16

Profiles

Default Profile

Manitor Systemn Disk

Monitor Home Directories
% Monitor SQL Database

Operation
Medified
Created
Medified
Created
Medified
Created
Modified
Medified
Renamed
Renamed To
Modified
Medified
Created
Modified
Medified
Renamed
Renamed To
Modified

0 20-Jan-2015
© 20-Jan-2015
) 20-Jan-2015
© 20-Jan-2015
) 20-Jan-2015
© 20-Jan-2015
0 20-Jan-2015
0 20-Jan-2015
@ 20-Jan-2015
& 20-Jan-2015
0 20-Jan-2015
0 20-Jan-2015
© 20-Jan-2015
0 20-Jan-2015 153316
0 20-Jan-2015  15:33:16
@ 20Jan-2015  15:33:
@ 20-Jan-2015 1

0 20-Jan-2015 15

C:\Program Files

C:A\Program Files\CPUID\CPU-Z
C:\Program Files\CPUID

C:\Program Files\CPUID\CPU-Z\uni...
C:\Program Files\CPUID\CPU-Z
C:\Program Files\CPUID\CPU-Zhis-.,
CAProgram Files\CPUID\CPU-Z
C:\Program Files\CPUID\CPU-Z\is-
C:\Program Files\CPUID\CPU-Z\
CA\Program Files\CPUID\CPU-Z\uni...
C:\Program Files\CPUID\CPU-Z
C:\Program Files\CPUID\CPU-Z\uni...
C\Program Files\CPUID\CPU-Z\is-R...
C:\Program Files\CPUID\CPU-Z
C:\Program Files\CPUID\CPU-Z)\is-R.
C:\Program Files\CPUID\CPU-Z\
CAProgram Files\CPUIDYCPU-Z\cpu..,
C:\Program Files\CPUID\CPU-Z

Directories
CA

Status alizs: l |2:] Categorize By Extension Filz Categories

o — |

Total Chan.. 633
Excluded Fi... 0

Change Rate 556 CH/Min
Process Ti., 1 Min, 8 Secs

5| NOEXT Files
B PMG Files
|| TMP Files
J5 Files
= TKT Files
|25] FLX Files
|| LOGI Files

[m] EXE Files

839 KB
8LB5 KB
4.58 MB
20288 KB
138 MB
285,06 KB
375 MB
7.92 MB

250
96
51
43
36
32
20
19

Total: 633 Changes Current: 633 Changes Filtered: NA Change Rate: 556 CH/Min

@ Ready

The second GUI layout displays small toolbar buttons with descriptive text labels beside each
button and shows the directories entry and the profiles combo box under the main toolbar.

The third GUI layout displays small toolbar buttons without descriptive text labels and shows
the directories entry and the profiles combo box as a single toolbar.
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3.22 DiskPulse Command Line Utility

In addition to the DiskPulse GUI application, DiskPulse Ultimate and DiskPulse Server provide
a command line utility allowing one to monitor disks or directories from batch files and shell
scripts. In addition, the command line utility allows one to control one or more DiskPulse
Servers locally or through the network. The DiskPulse command line utility is located in the
'<ProductDir>\bin' directory.

Command Line Syntax:

diskpulse -execute <Profile Name>

This command executes the specified disk change monitoring operation.

diskpulse -monitor -dir <Directory 1> [ ... Directory X ]

This command monitors the specified disks or directories.

Parameters:

-dir <Directory>

This parameter specifies a disk of directory to monitor. In order to ensure proper parsing of
command line arguments, directories containing space characters should be double quoted.

Options:

-show_changes

This option shows detected file system changes on the standard output.
-save_html_report [ File Name ]

-save_text_report [ File Name ]

-save_csv_report [ File Name ]

-save_xml_report [ File Name ]

-save_pdf_report [ File Name ]

This option saves detected changes to the specified report file.

-save_to_database

This option exports detected file system changes to an SQL database using the ODBC data
source configured in the options dialog.

-title <Report Title>

This option sets a custom report title.

-max_change <Maximum Number of Changes to Export>

This option sets the maximum number of last file system changes to export (default is 1,000).
-compress

This option instructs to export a compressed report file.

-v - This command shows the product version.

-help - This command shows the command line usage information.
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3.23 Product Update Procedure

Almost every month, Flexense releases bug-fixes and product updates for the DiskPulse disk
change monitor. These product updates are uploaded to the product web site and may be
applied to any installed product version. Each time DiskPulse is started, the update manager
checks if there is a new product version available on the web site and shows an 'Update’ link in
the right-most corner of the status bar.

e

Disk Pulse Ultimate v6.1.24 is Available for Download

-
[ [Reemsenons | oo )

If there is a new product version available, the update dialog will show the version of the new
product update and two buttons: the 'Release Notes' button and the 'Install' button. Press the
'Release Notes' button to see more information about new features and bug-fixes provided by
the new product version. Press the 'Install' button to download and install the new product
version.

| = Disk Pulse Ultimate 6.1.24 (64-Bit) Setup

Please close all Disk Pulse Ultimate applications and press 'Ok’ when

A ey

After pressing the 'Install' button, please wait while the update manager will download the
new product version to the local disk. The update package will be downloaded to a temporary
directory on the system drive and automatically deleted after the update manager will finish
updating the product.

I.ﬁl Update Package Successfully Installed

After download is completed, close all open DiskPulse applications and press the 'Ok' button
when ready. If one or more DiskPulse applications will be open during the update, the
operation will fail and the whole update process will need to be restarted from the beginning.
After finishing the update process, DiskPulse will show a message box informing about the
successfully completed operation.
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3.24 Registering Desktop Product Version

DiskPulse licenses and discounted license packs may be purchased on the following page:

http://www.diskpulse.com/purchase.html

After finishing the purchase process, wait for the following two e-mail messages: the first one
with a receipt for your payment and the second one with an unlock key. If you will not receive
your unlock key within 12 hours, please check your spam box for e-mail messages originating
from support@flexense.com and if it is nor here contact our support team.

(% Register Disk Pulse Ult

Evaluation Copy (31 Days Left)

Customer Mame: Your Company Name

Unlock Key: JOCOCX0 000X

1 BuyNow | | Manual Registration

If the computer is connected to the Internet, press the 'Register' button located in the top-
right corner of the main DiskPulse GUI application, enter your name (or the company name),
the provided unlock key and press the 'Register' button.

Please Wait ..

0

Registering Disk Pulse Ultimate ...

If the computer is not connected to the Internet, press the 'Manual Registration' button, enter
your name (or the company name), the provided unlock key, export a product ID file and send
the product ID file to register@diskpulse.com. Within a couple of hours you will receive an
unlock file, which should be imported to finish the manual product registration procedure.

’_@ Product Registration Successfully Completed
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4 Using DiskPulse Server

DiskPulse Server is a server-based product version, which runs in the background as a service
and allows one to perform multiple, parallel disk change monitoring operations, send E-Mail
notifications, save various types of reports, export detected changes to a centralized SQL
database, send error messages to the system event log and/or execute custom user

commands when a user-specified number of changes detected.

Command  Tools Help

= it

Add Delete Reports  Database Rules

B EE O

Layouts  Options Help

Command Status

Monitor System Disk Active

Monitor Data Disk

Monitor Backup Disk

Monitor Output Disk

L&l
L&l
L&l

Monitor Target Disk

Changes Change Rate

1102 186 CH/Min

67 CH/Min

3 CH/Min

11485 CH/Min

Date Time Message

Disk Space Monitor  Total Free

@ 29/Sep/2016  12:54:56 Menitor Backup Disk - add command @ C\ 40.00 GB 17.86 GB
© 29/Sep/2016  12:55:00 Menitor Backup Disk - save command @ E\ 750.00 GB 736.48 GB
© 29/Sep/2016  12:55:02 Menitor Backup Disk - start command @ F\ 750.00 GB 71745 GB
@ 29/Sep/2016  12:55:24 Monitor Qutput Disk - add command |5 | | @ 04 10.03 GB 16.15 MB
© 29/Sep/2016  12:55:26 Monitor Qutput Disk - start command || [ @) S\ 10.00 GB 9.88 GB
@ 29/Sep/2016 12:55:52 Monitor Target Disk - add command ~ ~| | @ T\ 9.97 GB 9.39 GB

Status
Mormal
Mormal
Mormal
Error
Mormal
Mormal

@ Commands 5 Active: 4 Completed: 1 Failed: 0

DiskPulse Server may be controlled using a full-scale client GUI application or a command line
utility locally or through the network. The DiskPulse client GUI application is very similar to the
desktop product version, but provides the ability to configure multiple, parallel disk change
monitoring operations and adds advanced statistics and history trend analysis capabilities.

,@ Monitor All Disks

Default Report Title

Keep In System Memary Last

Connected To: admin@srv2008

Disk Change Monitoring Report

2000 Changes

[V] Execute Selected Actions Every 1000 Changes

i\ Add

[#] Save PDF Report To - d:\disk_menitors_reports
Save Report To SQL Database

|E Begin Monitoring on Computer Startup

DiskPulse Server is especially designed to run on production servers using a very small
amount of system memory and CPU resources in order to minimize the potential impact on
running applications. For mission-critical servers, DiskPulse provides the ability to completely
offload disk change monitoring reports management and analysis to a centralized DiskPulse
database server, which can receive reports from multiple production servers, analyze detected
changes using user-specified rules and policies, send notifications and/or save reports when

critical changes are detected.

CEale=y
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4.1 Installing DiskPulse Server

DiskPulse Server is especially designed to be as simple as possible. The product does not
require any third-party software applications and may be installed and configured within a
couple of minutes. A fully functional 30-days trial version of DiskPulse Server may be
downloaded from the following page: http://www.diskpulse.com/downloads.html.

01 TS| Welcome to the Disk Pulse Server
A 9-7.24 (64-Bit) Setup Wizard

This wizard will guide you through the installation of Disk
Pulse Server 5.7.24 (64-Bit).

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

D 2007-2013 Flexense Ltd,

The installation package is very small, 5MB - 6MB depending on the target operating system,
and the product requires just 20MB of the free disk space on the target server. In order to
install DiskPulse Server, start the setup program, select a destination directory and press the
'Next' button.

e Disk Pulse Server control and web access ports.
DISK CHANGE MONITOR

Enter Disk Pulse Server control and Web access ports:

Server Control Port:

Server Web Access Port:

Disk Pulse Server may be managed using a Web browser through the web access port
or using the command line utility through the control port.

If you need to control the product through the network, make sure these ports are open
in the host's firewall.

<Back || mswml | [ cancel

Optionally, enter custom server control and/or web access ports. The server control port is
used by the DiskPulse client GUI application and the command line utility to connect to
DiskPulse Server. The web access port is the port for the web-based management interface
allowing one to control DiskPulse Server using a standard web browser from any computer on
the network. If DiskPulse Server should be controlled remotely through the network, make
sure one or both of these ports are open in the server's firewall. In order to perform a silent
product installation procedure, download the latest product version, open the command
prompt window and type the following command:

diskpulsesrv_setup_vX.Y.Z.exe /S
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4.2 Using DiskPulse Server client GUI application

The DiskPulse client GUI application connects to DiskPulse Server locally or through the
network and allows one to setup disk change monitoring operations, configure reports, E-Mail
notifications and/or custom user commands to be executed when a user-specified number of
changes detected.

| Disk Pulse Client
File: Command Tools Help

Connect Add Delete Reports  Database Rules Actions Layouts  Options Help
Command Status Changes Change Rate
=
| @ | Monitor System Disk Active 1102 172 CH/Min
@ Monitor Data Disk Active 383 62 CH/Min
[ o
BV Monitor Backup Disk Active 5 Add Command ..
& Start Command
@ Monitor Qutput Disk Active [0 Pause Command in
&l Stop Command &}
E Monitor Target Disk Idle
] PReset Command
4 Edit Command ...
Copy Command ...
Date Time Message Free Status
- - Rename Command ...
& 29/5ep/2016  12:54:56 Moniter Backup Disk - add command 17.86 GB MNormal
& 29/5ep/2016  12:55:00 Moniter Backup Disk - save command B Export Command 736.48 GB MNormal
© 29/5ep/2016 125502  Moniter Backup Disk - start command 71745GB  Normal
© 29/5ep/2016 125524 Moniter Output Disk - add command Import Command ... 1615 MB Error
29/Sep/2016  12:55:26 Moniter Output Disk - start command 9.88 GB MNormal
P P!
&) 29/5ep/2016  12:55:52  Monitor Target Disk - add command | &  Move Command Up .. 9.89 GB Normal

© Commands:5 Active: 4 Completed: 1 Failed:0 | » Move Command Down ...

|%] Delete Command

The client GUI application provides an easy-to-use interface, which is very similar to the
DiskPulse desktop GUI application. The user is provided with the ability to review and analyze
detected file system changes, save report files and/or export disk change monitoring reports
to a centralized SQL database through the ODBC interface.

1= Connectto DiskPulse

Enter the host name (or IP address) and the port number of the server to
connect to, Ensure the server is accessible on the network and the
selected part number is open in server's firewall.

Host Mame: srv2008 Port: 9120

User Name:  admin Password: essses

| @ connect | | cancel |

In order to connect to a DiskPulse server, open the DiskPulse client GUI application, press the
'Connect' button located on the main toolbar, enter the host name (or an IP address) of the
server to connect to, enter DiskPulse user name and password (default is admin/admin) and
press the 'Connect' button. By default, DiskPulse client GUI application connects to DiskPulse
Server trough the TCP/IP port 9120. If the default DiskPulse server control port is used by
another software product or system service, open the server 'Options' dialog, select the
'Server' tab and change the DiskPulse server control port. In order to be able to connect to the
server through the network, make sure that the port is open in the host's firewall.
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By default, in order to ensure all disk change monitoring operations are automatically started
when the computer starts, DiskPulse Server enables the auto-start mode for all disk change
monitoring operations. In order to manually start one or more disk change monitoring
commands using the client GUI application, connect to the DiskPulse Server, select the
required disk change monitoring commands in the commands view, press the right mouse
button and select the 'Start Command' menu item.

= Monitor System Dis )
B D0 G B|lé B =

=) - =

Monitor | Resume Pause Stop Reset Charts Save Submit

Date Time Type Size Owner MName —

¢ 18-Feb-2014 18:48:35 Modified 0 Bytes Administrators  C:\Program Files (x86)\FileZilla FTP Client

& 18-Feb-2014 18:49:35 Deleted 0 Bytes et C\Program Files (x86)\FileZilla FTP Client

' 18-Feb-2014 18:49:35 Maodified 0 Bytes TrustedInstaller  C\Program Files (x86)

@ 18-Feb-2014 18:49:35 Created 0 Bytes Administrators  C\Program Files (x86]\FileZilla FTP Client |:
¢ 18-Feb-2014  18:49:35 Meodified 0 Bytes TrustedInstaller  C:\Program Files (x86)

() 18-Feb-2014 18:49:35 Created 0 Bytes Administrators  C\Program Files (x86]\FileZilla FTP Client\...
¢ 18-Feb-2014  18:49:35 Meodified 0 Bytes Adrninistrators  C\Program Files (x86)\FileZilla FTP Client
¢ 18-Feb-2014 18:48:35 Modified 751 ME Administrators  C\Program Files (x86]\FileZilla FTP Client\...

@ 18-Feb-2014 18:49:35 Created 0 Bytes Administrators  C\Program Files (x86]\FileZilla FTP Client\...
¢ 18-Feb-2014  18:49:35 Meodified 0 Bytes Adrninistrators  C\Program Files (x86)\FileZilla FTP Client
¢ 18-Feb-2014 18:48:35 Modified 346.00 KB Administrators  C:\Program Files (x86)\FileZilla FTP Client\.. =

£ 3¢ o ‘ File Categories | —— ‘ 100% | (%]
[z2] Categorize By Extension 970 ME 1316 ~S0.80 %
s Categorize By Change Type 31312 K8 536 26.80%
a0 = : 4,06 MB 37 185 %
* Categorize By File Size 77.00 MB g 0.45 %
& Categorize By Fie Type 0 Bytes 2 5.10 %
@ Completed Total: 2695 Changes Current: 2000 Changes Filtered: NA

In order to review detected file system changes, just click on a disk change monitoring
command item in the commands view. For each detected file system change, the monitoring
results dialog shows the date, time, type of change, file size, file owner and the name of the
changed file or directory. In addition, the bottom view shows categories of detected changes
according to the currently selected file categorization mode.

Number of Changed Files Per User ame

[ 142() - 70.80% - Administrators
[7] 536Files - 26,80 % - Unknown

[ 37Fles - 1.85% - alexs

[ 9Files -0.45% - SYSTEM

[=] 2Files - 0,10% - TrustedInstaller

Date: 18-Feb-2014 | Time: 18:49;54 | Host: flexcore | Title; Disk Change Monitoring Report

% Copy To Clipboard ] [é Print ] [ Options ] |Nun1ber of Changes Per User Name: 'v‘ |P9E Chart

The monitor results dialog provides the ability to categorize and filter detected file system
changes, save various types of disk change monitoring reports and generate pie charts
showing the number of changes per category according to the currently selected file
categorization mode.
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4.3 Saving Reports to the DiskPulse Reports Database

DiskPulse Server includes a built-in reports database allowing one to keep a history of disk
change monitoring reports, search changes in the reports database and generate summary
disk change monitoring reports. In order to open the DiskPulse Server reports database, press
the 'Reports' button located on the main toolbar.

= Disk Change

I | Command Name

Date

2015/04/07
2015/04/07
2015/04/07
2015/04/07
2015/04/07
2015/04/07
2015/04/07
2015/04/07
2015/04/07
2015/04/07
2015/04/07

e 6 O

Time

16:11:26
16:11:22
16:10:55
16:10:37
16:10:36
16:10:36
16:10:36
16:10:36
16:10:36
16:10:36
16:10:36

Command Name

Menitor Systern Disk
Menitor Systermn Disk
Menitor System Disk
Muonitor Data Disk
Menitor Data Disk
Menitor Systermn Disk
Menitor Data Disk
Meonitor Data Disk
Menitor Data Disk
Menitor Data Disk
Menitor Data Disk

Haost Name

flexcore
flexcore
flexcore
flexcore
flexcore
flexcore
flexcore
flexcore
flexcore
flexcore
flexcore

Input Dirs
o
Y
Ty
Dy
Y
Y
Dy
Dy
Y
Dy
Dy

Changes

200 Changes, 63.72 MB
200 Changes, 15.52 MB
200 Changes, 73.48 MB
100 Changes, 207 MB

100 Changes, 34842 KB
200 Changes, 43.04 MB
100 Changes, 169,83 KB
100 Changes, 568.55 KB
100 Changes, 419.42 KB
100 Changes, 278.27 KB
100 Changes, 72115 KB

Report Title

Digk Change Manitoring...
Disk Change Manitoring...
Disk Change Menitaring..,
Disk Change Monitoring...
Digk Change Manitoring...
Disk Change Manitoring...
Disk Change Menitaring..,
Disk Change Monitoring...
Digk Change Manitoring...
Disk Change Manitoring...
Disk Change Manitoring..,

Dispalyed: 20

Close

[§| Charts ] ’_fe;,Seard"l ] [',ESaveSummary ] [n{,':!lmport ] ’EI Export ] ’g‘]l}dete HRﬁports:ZD

The DiskPulse reports dialog shows previously saved disk change monitoring reports and
allows one to open reports, search specific file system changes in one or more disk change
monitoring reports, save summary reports, export and import reports, delete reports, etc. In
addition, the reports dialog provides the ability to filter reports by the disk change monitoring
command name, monitored directories, report title and server host name.

Default Report Title Disk Change Monitoring Report

Keep In System Memory Last 2000 Changes

[¥] Execute Selected Actions Every 1000 Changes

4 Add Save Report To DiskPulse Database

[¥] Begin Monitoring on Computer Startup

In order to automatically save disk change monitoring reports to the reports database, open
the disk change monitoring command dialog, select the 'Advanced' tab, enable automated disk
change monitoring actions and add an action to save a report to the DiskPulse reports
database after every X changes. In addition, the user is provided with the ability to save disk
change monitoring reports based on the disk change rate or after a user-specified period of
time. In order to configure advanced disk change monitor actions trigger options, press the
'Actions Trigger Options' button.
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4.4 Displaying Statistical Charts For Series of Reports

Disk change monitoring reports saved in the reports database may be searched, analyzed and
exported to a number of standard formats such as HTML, PDF, text, Excel CSV and XML. In
addition, the user is provided with the ability to analyze series of disk change monitoring
reports and display pie charts or bars chars showing the number of changes per file extension,
change type, user name or file category.

[+ Command Name - I lComBins

Date Tirme Command Mame Host Mame  Input Dirs Changes Report Title

[ 2015/04/07 16:11:26  Monitor System Disk flexcore (534 200 Changes, 6372 ME  Disk Change Monitoring...
= 2015/04/07 16:11:22°  Monitor System Dijg 10 Changes, 1552 MB  Disk Change Monitoring
= 2015/04/07 16:10:55 Monitor System Di EJ | DpenRepar )0 Changes, 7948 MB  Disk Change Monitorin
== 2015/04/07 16:10:37  Monitor Data Disk Refresh VWiew )0 Changes, 207 MB Disk Change Monitoning...
= 2015/04/07  16:10:36  Monitor Data Disk il Changes, 34842 KB Disk Change Monitorng...
= 2015/04/07  16:10:36  Monitor System Difl *aec iV IEel v |55] Changes Per File Extension ...

= 2015/04/07 1610:36 Momitor Data Disk =,
2015/04/07 16:10:36  Monitor Data Disk ISR o7 w  Changes Per Change Type ...

=, 2015/04/07 16:10:36  Monitor Data Disk oring..,
B 3015/04/07 161036 Monitor Data Disk | 22 Save Summary Report .. W] g e e rr:ming-‘.

B 3015/04/07 16:10:36  Monitor Data Disk | %  Changes Per File Type ... ftoring...
= g
L Import Reports ...

Export Reports ... ] |Repo(ls‘. 20 |D|5pa|yed: 20 Close

[ chars | [& search | [ save Summary |
I Delete

For example, in order to display a pie chart showing the number of changes per file extension
in a number of disk change monitoring reports, open the 'Reports' dialog, select all the
required disk change monitoring reports, press the right mouse button and select the 'Show
Charts - Changes Per File Extension' menu item.

Number of Changed Files Per Extension

[] 129Fles - 28.43% - NOEXT Files
[ 154Fies - 22.00 % - JPGFiles
[7] soFles - 12.86% - PNG Files
['] 62Fles - 8.86% - DAT Filles
|| 53Fles - 7.57% - £S5 Files
[] 48Files - 6.85% - 15Filkes

| ] 2iFles - 3.00% - TXTFiles
[] 18Files - 2.57% - GIFFiles

[[] s5Fles - 7.86% - Other (8)

Date: 07-May-2015 | Time: 13:30:43 | Host: fexcore | Title: Number of Changes Per Extension

# Copy To Clipboard |[2 Print H Options ] ’_Mmberofd‘angesperaw v”_P.ie::hart vH Close ]

DiskPulse Server will analyze all the selected disk change monitoring reports and display a
consolidated pie chart showing the number of file system changes per file extension. The
charts dialog allows one to copy the chart image to the clipboard, print the chart image and
edit various chart options. In the same way, the user can display pie charts or bars charts
showing the number of changes per file category, user name and change type.
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4.5 Saving Summary Disk Change Monitoring Reports

DiskPulse Server provides the ability to save a number of disk change monitoring reports to a
consolidated graphical PDF summary report including various types of pie charts and disk
change monitoring statistics. In order to save a summary report, press the 'Reports' dialog
located on the main toolbar, select one or more disk change monitoring reports, press the
right mouse button and select the 'Save Summary Report' menu item.

~ | [contzins

Time Command Name Host Mame  Input Dirs Changes Report Title

. 2015/04/07 16:11:26  Monitor System Disk flexcore Cih 200 Changes, 63.72 MB  Disk Change Monitoring...
= 2015/04/07 Monitor System Disk & | OpenReport Changes; 1552 M8  Disk Change Manitoring.
s 2015/04/07 Maonitar System Disk i Changes, 7948 MB  Disk Change Manitoring.
s 2015/04/07 Monitor Data Disk Refresh View Changes, 207 MB Dizk Change Monitering.,,
s 2015/04/07 Monitor Data Disk Changes, 34842 KB Disk Change Manitoring.,,
s 2015/04/07 Monitor System Disk @ Show Charts Changes, 49.04 MBE  Disk Change Manitoring...
s 2015/04/07 Monitor Data Disk Changes, 163.89 KB Disk Change Manitoring.,.
s 2015/04/07 QUELIGIE= CRL S &,  Search Changes... Changes, 568.55 KB Disk Change Manitoring...
2015/04/07 16:10:36  Monitor Data Disk R T e Changes, 41942 KB Disk Change Monitoring...
2015/04/07 16:10:36  Monitor Data Disk l} Changes, 278.27 KB Disk Change Monitoring...

16:10:36  Monitor Data Disk Changes, 72115 KB Disk Change Manitoring...
 Import Reports ...

[a Charts l [.5 Search ] [ESEVESW\! ] [ Eport Reporss:. |Reporis:20 |Dispalyed:20 Close
e Delete -

DiskPulse saves summary reports as graphical PDF reports including general information about
each disk change monitoring report, a pie chart showing the number of changes per file
extension, a pie chart showing the number of changes per file owner and a pie chart showing
the number of changes per change type.

Adobe Reader F=rE T
LD Bsmecooy i @ P [T [ncone | | O [[ bd © oo - ® D3 @en- Ay
»
5 DiskPulse Summary Report 20-Mar-2014 1=
&
= Monitor System Disk - System Disk Monitoring Report |
Property Value
Date 2014/03/20
Time 12:14:34
HOST Name SRV2008
Total changes 1000
current changes 1000
performance 1.1 changes/Sec
Process Time 15 mins, 42 secs

Change Count Per File Extension

B noExT Files 522 Files 52.20 %
[ soLrte Files 89 Files 8.90 %
W s Files 51 Files 5.10 %
W sssToRe Files 47 Files 4.70 %
[ oeFauLT Files 47 Files 4.70 %
[ cacre Files 46 Files 4.60 %
. SQLITE-JOURNAL Files 33 Files 3.30 %
[l others (19) 165 Files 16.50 %

Attachments

Change Count Per File Owner

N\ N ,

o g 4 4 e (b PO O] OE# w

Comments

In addition, DiskPulse Enterprise provides the ability to collect disk change monitoring reports
from multiple production servers to a centralized reports database and then generate
summary reports containing information about all monitored servers.

39



DiskPulse - Disk Change Monitor Flexense Ltd.

4.6 Using Built-In Disk Space Monitor

DiskPulse Server and DiskPulse Enterprise include a built-in disk space monitor allowing one to
monitor the free disk space in a number of disks or directories and provides the ability to send
E-Mail notifications and save disk change monitoring reports showing created or modified files
and/or execute custom actions when the amount of the free disk space drops below or rises
above a user-specified limit.

File: Command Tools Help

B dE BRE FD D EH 0

Connect Add Delete Reports  Database Rules Actions Layouts  Options Help

Command Status Changes Change Rate

Menitor System Disk Active 1102 186 CH/Min

Maonitor Data Disk 8 67 CH/Min

Menitor Backup Disk 3 CH/Min

Menitor Output Disk 11485 CH/Min

Monitor Target Disk

Date Time Message | Disk Space Monitor  Total Free Status
@ 29/Sep/2016  12:54:56 Menitor Backup Disk - add command @ 40.00 GB 17.86 GB Mormal
© 29/Sep/2016  12:55:00 Monitor Backup Disk - save command __ @ E\ 750.00 GB 73648 GB Mormal
@ 29/Sep/2016  12:55:02 Menitor Backup Disk - start command @ F\ 750.00 GB 71745 GB Mormal
@ 29/Sep/2016 12:55:24 Monitor Qutput Disk - add command |= || & O 10.03 GB 1615 MB Error
@ 29/Sep/2016 12:55:26 Monitor Qutput Disk - start command | || €) 5\ 10.00 GB 9.8 GB Mormal
@ 29/Sep/2016 12:55:52 Monitor Target Disk - add command  ~ || @ TA 9.97 GB 9.89 GB MNormal

@ Commands: 5 Active: 4 Completed: 1 Failed: 0  Connected To: admin@srv2008

The disk space monitor is located in the bottom-right corner of the DiskPulse client GUI
application. By default, the disk space monitor shows the status of all local disks in the server.
For each disk, the disk space monitor shows the disk name, the total amount of the disk
space, the amount of the free disk space and the disk status according to the configuration of
the disk space monitor.

Disk Space Monitor  Total Free Status

&5 Add Monitor ... m

l:f] Edit Monitor ...

Move Monitor Up -
Connected To: admin@srv2008 :
Move Monitor Down

T
[%] Delete Monitor
Delete All Monitors

In order to add an additional disk or directory to the disk space monitor, press the right mouse
button over the disk space monitor pane, specify the name of a disk or directory to monitor
and press the 'Ok’ button. In order to change the configuration of a previously created disk
space monitor, select the required disk item in the disk space monitor pane, press the right
mouse button and select the 'Edit Monitor' menu item.
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For each monitored disk, the disk space monitor allows one to control the disk space
monitoring frequency, the maximum number of monitoring errors and disk space monitoring
actions and/or E-Mail notifications. Sometimes, when monitoring the disk space usage in
remote servers or NAS storage devices via the network, a network server or NAS storage
device may be temporary offline due to unexpected connectivity or hardware problems. In this
case, the disk space monitor will mark such a disconnected device as 'Offline' and continue to
monitor the server according to the user-specified maximum number of errors. On the other
hand, if a network server or NAS device was permanently disconnected from the network, the
disk space monitor will disable monitoring of the disconnected server after the user-specified
number of monitoring errors.

(% Disk Space _@lﬂ

Disk, Share or Directory Mame: £k

[¥] Monitor Disk Space Every: 3 Seconds

|| Disable Monitor After: 3 Errars

[J Maritor Actions .,

In order to automatically send an E-Mail notification and/or execute a custom action when the
amount of the free disk space drops below a user-specified limit, the user needs to configure
one or more disk space monitoring actions. Open the disk space monitor dialog, press the
'Monitor Actions' button, specify the minimum amount of the free disk space to trigger the
action, select the 'Send Notification' option, select an appropriate notification format and
specify an E-Mail address to send the notification to. In addition, in order to enable E-Mail
notifications, the user needs to open the main options dialog, select the 'E-Mail' tab and
configure an E-Mail server to use to send E-Mail notifications.

4_'5 Dizk Epace Manitor 4

s ]
If Free Disk Space: [ +- Drops Below v} 10 : : Percent =

Set Severity Level: ‘ & Severity Level; ERROR - ‘ Error Status String

[¥] send Maotification: \ [=] HTML E-Mail Motification To - J diskpulse@yourcompany,
[¥] Execute Command: ‘ %, Default Disk Change Monitor Command - ‘

E' Repeat Action Every: 12 : : [Hours -

ok || cancel |

In addition to E-Mail notifications, the user is provided with the ability to automatically start a
disk change monitoring operation, which will monitor all created or modified files and save disk
change monitoring reports in the DiskPulse Server reports database. If the user selects the
'Default Disk Change Monitor Command' option, the disk space monitor will automatically
create a disk change monitoring command configured to monitor all disk changes and save
disk change monitoring reports in the DiskPulse Server reports database. If the user selects
the 'Custom Disk Change Monitoring Command' option, the disk space monitor will execute
the user-configured disk change monitoring command. Finally, if the user selects the 'User
Command, Script or Batch File' option, the disk space monitor will execute the user-custom
command, script or batch file.
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4.7 Web-Based Management Interface

DiskPulse Enterprise provides a complete web-based management interface allowing one to
control, configure and manage one or more DiskPulse Servers using a regular web browser
from any computer on the network.

Server User Name:

Server Password:

Server Control Port:

m Rules [¥] Enable Web Server on Port:

| Fyrhurde

In order to enable the web-based management interface for a DiskPulse Enterprise
installation, connect to the server using the DiskPulse client GUI application, open the
'Options' dialog, select the 'Server' tab, enable the 'Web Server' option and press the 'Save'
button.

By default, the DiskPulse web server uses the TCP/IP port 80, which is a standard port used
by web browsers to connect to web servers. Sometimes, the standard web access port may be
in use by other applications or services installed on the server, preventing the DiskPulse web
interface to operate properly. In this case, the user needs to change the web access port
number and then, in order to connect to the custom port, type in the web browser address
bar: http://server-name:port-number.

& Dick Pulse Server @ SRV2008
€ > C f B~ @ 2008 stotusiid=b6af6a8e7 240623760240 20
Disk Pulse Server v5.5.32 Home - Settings - Help - About - Logout 10-5ep-2013 09:52:08 5
Disk Pulse Server Status
Command Directories Status Changes Actions
£} Monitor Svstem Disk c\ Active 262 0
@ Monitor Database Disks s:\str\zor\ Completed 1479 o0
@ Monitor Home Directories fi\users Idle o 0
© Monitor Backup Disk z\ 1dle 0 0

Moritor | | Add Command | | Reporis | [ Actiens || StartAll | [ StopAll

The DiskPulse Enterprise web-based interface is a dynamic web application, which
automatically updates the status of active disk change monitoring operations, and in order to
operate properly, the web-based interface requires JavaScript to be enabled in the web
browser.
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4.8 Managing Disk Change Monitoring Commands

DiskPulse Server provides the ability to setup a number of disk change monitoring commands
with each one configured to monitor one or more disks and/or directories. The DiskPulse
Server status page shows the configured disk change monitoring commands and allows one to
start, stop, add, edit and delete disk change monitoring commands and configure advanced
disk change monitoring options.

(emE——— e

& DiskPulse Server @ SRV2008 .
€ 2 C A B~ | @ 52008/ ststussid=172346c0820bcalb8 605966391
DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 11:10:46 ~
DiskPulse Server Status
Command Status Changes Actions Tools
© Monitor System Disk Active 653 0
) Monitor SQL Database Active 4102 o
@ Monitor E-Mail Server Completed 1219 1]
© Monitor Web Server Idle o i}

Monitor | [ Add Command | [ Reports | [ Actions | [ StartAll | [ StopAll

In order to add a new disk change monitoring command, press the 'Add Command' button
located on the DiskPulse Server status page, enter a unique command name, specify one or
more directories to monitor (multiple directories should be separated by the ';' character) and
press the 'Save' button.

i [= [

ll" & DiskPulse Server @ SRV2008 - Edit Disk C..,
€ & C & B~ @& sn2008/edit commendisid=f4723462c982f9bca0684€60596b39d1 Aicid=0

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 12:39:48

Edit Disk Change Monitoring Command

Command Name: Monitor System Disk
Maonitor Directories: c\
Exclude Directories:

Enable Auto-Start: [7] Automatically Start Monitoring When Computer Starts

Advanced ” Maonitor H Rules ” Rename ] [ Save H Cancel I

The newly created disk change monitoring command will be displayed on the DiskPulse Server
status page and in order to start the monitoring command, click on the command's 'Start'
button located in the 'Tools' column. DiskPulse Server provides a large set of advanced disk
change monitoring options allowing one to customize monitoring operations for user-specific
needs and requirements. In order to customize advanced disk change monitoring options, click
the 'Edit Command' button located in the 'Tools' column.
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4.9 Reviewing Monitoring Status and Detected Changes

In order to view an extended status for a disk change monitoring command, click on the
monitoring command item on the DiskPulse Server main status page. The command status
page shows the current status of the disk change monitoring command, the number of
detected file system changes, the change rate, the monitoring process time and the total
number of executed actions, saved reports and sent E-Mail notifications.

(e P
| . DiskPulse Server @ SRY2008 - Monitor 5...
€ » C # K- @& sv2008/commandisid

2b8ff47d2822b10d403ab1295 Bicid=0

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 01-May-2013 15:10:59

Monitor System Disk

Status: Active

Change Count: 1158

Change Rate: 5 CH/Sec o
Process Time: 3 Mins, 43 Secs

Action Count: 0

In order to review detected changes for an active or completed disk change monitoring
command, open the monitoring command status page and press the 'View Changes' button.
For each detected file system change, the disk change monitoring results page shows the date
and time of the change, the type of the change operation (created, modified, deleted, etc.),
the size of the file as recorded at the time of the change, the owner of the changed file or
directory and the name of the changed file or directory.

2, DiskPulse Server @ SRV2008 - Monitor S.
€ & C @ E- | & svas/ien chongesisid=r

id=0

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 15:04:07 *

Monitor System Disk - File System Changes - Page 1 of 2

Date Time Operation ~ Size Owner Name
[] 0z-May-2013 15:03:41  Created 111 Bytes FireFox =] X \profiles.ini
[] 02May-2013 15:03:41  Modified 111 Bytes FireFox C:\Users\FireFox\AppD \profiles.ini
[[] 02-May-2013 15:03:41 Created 200 Bykes FireFox c:\u: ow8.defaultc...
[] 02-May-2013 15:03:41  Modified 200 Bytes FireFox Ci\Users\FireFox\AppD i 9w8.default\c...
[[] 02-May-2013 15:03:42  Modified 256.00 KB SYSTEM C:\Windows\System32\config\SOFTWARE.LOG1
[] 02 May-2013 15:03:42  Modified 45.00 MB SYSTEM C:\Windows\Systam32\config\SOFTWARE
[] 02-May-2013 15:03:43  Created 286 Bytes FireFox Ci\U: pp default\p...
[] 0z-May-2013 15:03:43  Modified 286 Bytes FireFox C:\Users\FireFox\AppD Sw8.default\p...
[] 02-May-2013 15:03:43 Created 0 Bytes c\u 8.default\p.
[] 02-May-2013 15:03:43  Modified 0Bytes Ci\Users\FireFox\AppD default\p...
[] 0z-May-2013 15:03:43  Modified 0Bytes Ca\u: pp default\p...
[] 02-May-2013 15:03:43 Deleted 0Bytes - = oD ow8.default\p...
[[] 02-May-2013 15:03:43  Modified 630 Bytes FireFox c\u 8.default\p.
[[] 02-May-2013 15:03:43  Modified 630 Bytes FireFox C:\Users\FireFox\AppD i i .default\p...
[] 02-May-2013 15:03:43  Modified 222 Bytes FireFox [ pp ow8.defaultic...
[[] 02-May-2013 15:03:43 RenamedTo 133 Bytes FireFox cu pp ows.default\e...
[] 0z-May-2013 15:03:43  Modified 133 Bytes FireFox c\u ireFox! i i default
[ 0z-May-2013 15:03:43  Created 2Bytes FireFox C:\Users\FireFox\AppD default\w...
[] 02May-2013 15:03:43  Modified 2Bytes FireFox i\ Qw8 default\w...
[] 02-May-2013 15:03:43  Created 0Bytes - Ci\Users\FireFox\AppD w8 default\p...

First | [ Up | [ Down | [ Last | [ Refiesh Clase

DiskPulse Server provides the ability to export detected file system changes into a large
number of different formats including HTML, text, Excel CSV, XML, PDF and the DiskPulse
native report format, which may be used to backup a history of disk change monitoring
reports, submit reports from multiple production servers into a centralized SQL database and
then perform advanced search and analysis operations.
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4.10 Advanced Disk Change Monitoring Options

DiskPulse provides a large number of advanced disk change monitoring options allowing one
to control specific types of file system changes to monitor, which types of files to monitor and
allows one to automatically save reports and/or send E-Mail notifications when a user-specified
number of changes detected.

| = DiskPulse Server @ SRV2008 - Edit Advan...

€ & C # B~ @& n2008/edit command sdvancedsic

Beeid=0

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 13:03:48 °

Edit Advanced Monitoring Options
Default Report Title: D\skPu\serMomtnrmg ﬁiepnn
Max Changes In Memory: ZDOﬁ
Execute Actions Every: 1000 Changes ©Or: 24 Hours -

[l Send HTML Notification To - diskpulse@yourcompany.com
[¥] Save PDF Report To - c:\diskpulse_reports

Add Action | [ Delete All Actions |

In order to open the advanced disk change monitoring options page, open the disk change
monitoring command configuration page and press the 'Advanced' button. The advanced
options page provides the ability to control the default report title, the number of file system
changes to keep in system memory, the number of changes to trigger automatic report
generation and E-Mail notification actions and a user-defined list of actions to execute when
the specified number of changes detected.

]

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 13:04:19 c

Select Types of Changes to Monitor

[¥] Monitor Created Files and Directories

=

Monitor Modified Files and Directories

<)

/| Monitor Renamed Files and Directories
Monitor Deleted Files and Directories
Monitor File Name Changes

Monitor File Size Changes

Monitor File Modifications

Monitor File Access Time Changes
Monitor File Creation Time Changes
Monitor File Security Changes

¥ Monitor File Attributes Changes

EEEEEREEEER

Monitor Directory Name Changes

In order to configure which types of file system changes to monitor, open the monitoring
command configuration page and press the 'Monitor' button. By default, DiskPulse monitors all
types of file system changes, but in some situations, the user may need to focus on very
specific types of changes. For example, in order to monitor file delete operations only,
unselect created files, modified files and renamed files change notifications.
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4.11 Monitoring Specific Types of Files

Sometimes, it may be required to monitor specific types of files while hiding changes detected
in not important or temporary files. For example, the user may be interested to detect all
changed programs and DLL libraries and hide all other file system changes. DiskPulse provides
the ability to configure one or more file matching rules specifying which files to monitor. When
one or more file matching rules are configured for a disk change monitoring command,
DiskPulse will show files matching the rules and skip all other files.

Firefox =

| ™. DiskPulse Server @ SRV2008 - Menitor Fi...

€ 2 C #® K-~ |® sn2008/edit command ruleslsid=f4723463c9820bcalE84e60506b39d1 cid=08&rid=/0

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 13:05:34 °

Monitor Files Matching Rules

Rule Description

% Categorized As: Programs, Extensions and Script Files
% Categorized As: Windows Files
% Categorized As: Internet Files

Wit oy Rl 0F)

In order to configure file matching rules for a disk change monitoring command, open the
monitoring command configuration page and press the 'Rules' button. Now, press the 'Add
Rule' button, select an appropriate rule type and specify all the required parameters.

GG el
1.' ™, DiskPulse Server @ SRV2008 - Add File M...
€ 2 C & B~ | & sn2008/z0d_command rulelsid=f4723962082t8bcalb84 60596039 d1 Becid=08&pid=/0

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout D2-May-2013 13:12:32

Add File Matching Rule

Match Files By: __Fil_g__!‘_\l_:_anjg va
File Name

Rule Operator: | Fjle Extension
| Full Path

File Name:
| File Size A
| File Atiributes
| User Name
' Creation Time
' Modification Time
' LastAccess Time
' Creation Date
' Modification Date
LastAccess Date
| Text String
' Binary HEX Pattern
JPEG Images EXIF Tag
Nested File Matching Rules

DiskPulse provides many different types of file matching rules allowing one to filter files by the
file type, size, location, attributes, user name, etc. Multiple different types of file matching
rules may be added to a single disk change monitoring operation allowing one to precisely
select which types of files to monitor.
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4.12 Excluding Directories from the Monitoring Process

DiskPulse Server provides the ability to exclude one or more directories from the disk change
monitoring process. In order to configure exclude directories for a disk change monitoring
operation, open the monitoring profile dialog, select the 'Exclude' tab and add one or more
directories to exclude.

I ™ Disk Pulse Server @ SRV2008 - Edit Disk ...

* C & B~ | @ sv2008/edit_commandsic b5ad5edeel fA2bBb16adcd254 &eid=0

Disk Pulse Server v5.3.26 Home - Settings - Help - About - Logout 01-Jul-2013 17:40:53°

Edit Disk Change Monitoring Command

Command Name: Monitor System Disk
Monitor Directories: C\

Exclude Directories: SBEGINS C:\Windows

Enable Auto-Start: [¥] Automatically Start Monitoring When Computer Starts

Advanced H Monitor H Rules H Rename ‘ [ Save || Cancel

In the simplest case, just add a full directory path to exclude from the disk change monitoring
process. In addition, advanced users are provided with a number of exclude directories macro
commands allowing one to exclude multiple directories using a single macro command.

DiskPulse Server provides the following exclude directories macro commands:

« $BEGINS <Text String> - this macro command excludes all changes detected in
directories beginning with the specified text string.

« $CONTAINS <Text String> - this macro command excludes all changes detected in
directories containing the specified text string.

« $ENDS <Text String> - this macro command excludes all changes detected in
directories ending with the specified text string.

* $REGEX <Regular Expression> - this macro command excludes all changes
detected in directories matching the specified regular expression.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all
changes detected in directories with "'Temporary Files' at any place in the full directory path
and the exclude macro command '$REGEX \.(TMP|TEMP)$' will exclude changes detected in
directories ending with .TMP' or '.TEMP".
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4.13 Sending E-Mail Notifications

DiskPulse provides the ability to send E-Mail notifications when a disk change monitoring
command detects a user-specified number of changes. In order to configure E-Mail
notifications, open the main settings page and click on the 'Configure E-Mail Server' link.

.E. DiskPulse Server @ SRV2008 - Setup SMT...

i
(- + C # B | @ sn2008/setup_smiplsid=fi72346ac982/ 9k calss4 60596039 d1

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 12:23:18

Setup SMTP E-Mail Server

Enable SMTP Server:  mailyourcompany.com Port: 25
E-Mail User Name: diskpulsééyourcompany: Password: sesssssss

Use Secure Connect: I%Availéb\e.'Use'Securerﬂ_S' Connection

Source E-Mail Address: diskpulse@yourcompany.com

On the E-Mail server configuration page, enter the SMTP server host name, port, user name,
password and the source E-Mail address to use to send E-Mail notifications. Optionally, enable
the secure SMTP connection mode and select an appropriate security algorithm.

Fretox = | I

| . DiskPulse Server @ SRV2008 - Add Disk ...

€ & C A E- | @ sn2008/add actionlsid=14723462c982M9bcal584 60596039 d1 & cid=0

DiskPulse Server v5.1.26 02-May-2013 14:21:55

Home - Settings - Help - About - Logout

Add Disk Change Monitoring Action

Send HTML E-Mail Notification To t‘] aiskpulse@yourcompany.com
 Send HTML E-Mail Notification To
| Send Text E-Mail Naotification To:

| Send XML Report Notification To:
| Send CSV Report Notification To:
| Send DiskPulse Notification To:

| Send Error To System Event Log:
| Send Warning To System EventLog:
| Send Message To System EventLog
| Save HTML Report File To:

| Save Text ReportFile To

| Save CSV ReportFile To:

Save XML ReportFile To:

| Save PDF ReportFile To!

| Save DiskPulse Report To:

| Save Report To SAL Database

| Send Report DiskPulse DB Server

| Execute Custom Command:

Now, open the advanced disk change monitoring options page, press the 'Add Action' button,
select an appropriate E-Mail notification type and enter a destination E-Mail address to send
notifications to. The simplest notification type is the 'HTML E-Mail Notification' which includes
detected file system changes in the E-Mail message body in the HTML format. A more
advanced option is the 'PDF Report' notification, which attaches a PDF report to each E-Mail
notification and includes graphical pie charts and additional statistics.
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4.14 Saving Disk Change Monitoring Reports

In addition to E-Mail notifications, DiskPulse provides the ability to automatically save disk
change monitoring reports when a user-specified number of changes detected. In order to
configure automatic report generation, open the advanced disk change monitoring page, press
the 'Add Action' button, select an appropriate report format and specify a file name or a
directory name to save reports to.

Fretox = |
™, DiskPulse Server @ SRV2008 - Add Disk ..,

€ » C # B- | @ sna008/add_actionsid=F172346ac9529bcal634 60596039l Bcid=0

DiskPulse Server v5.1.26 ome - Settings - Help - About - Logout 02-May-2013 14:39:28

Add Disk Change Monitoring Action

Save PDF ReportFile Tar Lj c\diskpulse_reports
Send HTML E-Mail Notification To
Send Text E-Mail Notification To:
Send PDF Report Notification To! Cancel
Send XML Report Notification To:
Send CSV Report Notification To
Send DiskPulse Notification To:

Send Error To System EventLog
Send Waming To System Event Log
Send Message To System EventLog
Save HTML Report File To:

Save TextReportFile To:

Save CSV ReportFile To:

: Save XML Report File To:

' Save DiskPulse Report To

| Save Report To SQL Database
Send Report DiskPulse DB Server:
| Execute Custom Command:

If a file name is specified, DiskPulse will always save reports to the same file and this file will
contain last X file system changes according to the user-specified configuration. If a directory
name is specified, DiskPulse will automatically generate report file names including the report
date and time for each new report file.

H ® wx @ (05

@ ﬁsemn‘;Iysmm —REL S|

:F® [ saveacoy =

toring Repart

Disk Pulse Menitoring Report

| Pages |’
-

Property Value

pate 2012/11/29

Time 13:09:07

HOST Name Tlexcore

Total Changes 1681

Current Changes 1681
Performance 41.9 Changes/Sec
Process Time 40.14 Sec

File Filter Active No

Changes Per File Extension

’ [l noexT Files 509 Files 30.28 %

[ e Fites 499 Files 29.68 %

Bl v Fites 204 Files 12,12 %

7 W Hv Files 130 Files 11.30 %

i [l 5s Fries 89 Files 5.29 %

£ Wl sxF Fites 88 Files 5.23%

g [l oat Fites 25 Files 1.49 &

W v Files 17 Files 1.01 %

2 [[1 a0 Fites 10 Files 0.59 %

E [ orners 50 Files 2.97 %
8

d|  11.69%8.27In ¢ il | b

o 5

DiskPulse provides a variety of report formats including HTML, text, Excel CSV, XML, PDF and
the native DiskPulse report format, which may be used to backup a history of detected file
system changes, submit reports from multiple servers to a centralized SQL database and then
perform advanced search and analysis operations.
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4.15 Saving Reports to an SQL Database

DiskPulse allows one to save disk change monitoring reports in an SQL database. In order to
enable SQL database reports, open the main settings page and click on the 'Configure SQL
Database' link. On the SQL database configuration page enter the ODBC data source, user
name and password to use to save reports to the SQL database.

Tosliasce] (e |

.'5 DiskPulse Server @ SRYV2008 - Setup ODEB...

€ & C # KB~ | @ sv2008/setup_odbelsid=fd723462c982Mbcalf84e60596b39d1

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 12:23:52 ~

Setup ODBC Database Interface

Use ODBC Interface to Save Reports to SQL Database
ODBC Data Source: DiskPulse SQL Database

QDBC User Name: d_i.;kbn.].i.se

ODBC Password: sssssssse

Now, open the advanced disk change monitoring options page, press the 'Add Action' button
and select the 'Save Report to SQL Database' action type. During the disk change monitoring
process, DiskPulse server will save every X detected file system changes to the specified SQL
database according to the configuration set on the advanced monitoring options page.

| ™, DiskPulse Server @ SRV2008 - Add Disk ...
€ & ¢ # K- | @& sn2008/dd actiontsid=f4723463c0829bcalb84 e60596bI0 1 Bucid=0

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 13:06:30

Add Disk Change Monitoring Action

Send HTML E-Mail Notification To L:] diskpulse@yourcompany.com
| Send HTML E-Mail Notification To
Send Text E-Mail Notfication To:

Send PDF Report Notification Te: Canc
Send XML Report Notification Ta:
Send CSV Report Notification Te:
Send DiskPulse MNotification To:

Send Eror To System EventLog:
Send Warmning To System Event Log:
Send Message To System EventLog:
Save HTML ReportFile To

Save Text ReportFile To:

Save CSV ReportFile To:

Save XML Report File To:

Save PDF ReportFile To:

Save DiskPulse Report To:
Send Report DiskPulse DB Server:
Execute Custom Command

50



DiskPulse - Disk Change Monitor Flexense Ltd.

With an enabled and properly configured SQL database, all reports saved in the SQL database
will be displayed on the reports page. In order to open the reports page, press the 'Reports'
button located on the DiskPulse Server main status page. For each disk change monitoring
report, the reports page shows the report ID, the report date and time, the name of the disk
change monitoring command generated the report and the number of file system changes
saved in each specific report.

(T Hretoc = | e
2 DiskPulse Server @ SRY2008 - Disk Chan...
€ > C & B~ | @ sn2008view reportsisid=i

b39d1

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 15:31:24 ~

Disk Change Monitoring Reports

i Date Time Command Changes Tools
0024  02-May-2013 15:31:04  Monitor System Disk 100
0023  02-May-2013 15:30:12 Monitor Web Server 200
0022  02-May-2013 15:30:09  Monitor Web Server 200
0021  02-May-2013 15:29:10  Monitor System Disk 100
0020  02-May-2013 15:28:33 Monitar System Disk 100
0019 02-May-2013 15:28:02 Monitor Web Server 200
0018  02-May-2013 15:26:32 Moniter SQL Server 100
0017 02-May-2013  15:26:31 Monitor SQL Server 100
0016 02-May-2013  15:26:21 Monitor SQL Server 100
0015 02-May-2013  15:25:43 Monitor System Disk 100
0014  02-May-2013 15:25:41  Monitor System Disk 100
0013  02-May-2013 15:25:40  Monitor System Disk 100
0012  02-May-2013 15:25:36 Monitar System Disk 100
0011  02-May-2013 15:25:35 Menitor System Disk 100
0010 02-May-2013  15:25:30 Manitor System Disk 100
0009 02-May-2013  15:23:46 Monitor System Disk 100

Delete All Close

DiskPulse Server provides the ability to export previously saved disk change monitoring
reports to one of the standard report formats including HTML, text, Excel CSV, XML, PDF and
the DiskPulse native report format. In order to export a previously saved disk change
monitoring report, press the 'Save' button located in the 'Tools' column.

[TFrerox T
er @ SRV2008 - Monitor 5.

| DiskPulse

€ @ A B[ mase g

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 15:04:07

Monitor System Disk - File System Changes - Page 1 of 2

Date Time. Operation  Size Owner Name
[ 02-May-2013 15:03:41  Created 111 Bytes FireFox Ci\Users\Fi PP ing ini
[[] 02-May-2013 15:03:41  Modified 111 Bytes FireFox C:\Users\FireFox\AppData'\Roaming
[[] 02-May-2013 15:03:41  Created 200 Bytes FireFox C:\User ppData’Re 79w8. default)
[[] 02-May-2013 15:03:41  Modified 200 Bytes FireFox C:\Users\FireFox\AppData\Roaming 7ow8.default\c.
[[] 02-May-2013 15:03:42  Modified 256.00 KB SYSTEM C:\Windows\System32\config\SOFTWARE.LOG1
[[] 02-May-2013 15:03:42  Modified 45.00 MB SYSTEM C:\Windows\System32\config\SOFTWARE
[[] 02-May-2013 15:03:43  Created 286 Bytes FireFox CH\US i 79w8.default\p
[[] 02-May-2013 15:03:43  Modified 286 Bytes FireFox Ci\Users\FireF: 79we.default\p.
[[] 02-May-2013 15:03:43  Created 0 Bytes Ci\UsersFi 9w8.default\p...
[[] 02-May-2013 15:03:43  Modified 0 Bytes C:\Users\FireF: default\p.
[[] 02-May-2013 15:03:43  Modified 0 Bytes Ci\Users'Fi default\p.
[ 02-May-2013 15:03:43  Deleted 0 Bytes - C:\Users'FireF; 7ow8.default\p.
[[] 02-May-2013 15:03:43  Modified 630 Bytes FireFox C:\Users\Fi 7OwWS.default\p...
[J 02-May-2013 15:03:43  Modified 630 Bytes FireFox Ci\Users\FireF 79we.defaultip...

[[] 02-May-2013 15:03:43  Modified 222 Bytes FireFox Ci\User 7ow8.default

[[] 02-May-2013 15:03;43 RenamedTo 133 Bytes FireFox c:\ ir ppD: 79w8.default!
[[] 02-May-2013 15:03:43  Modified 133 Bytes FireFox C:\UsersFi pp w8.default\e...
[[] 02-May-2013 15:03:43  Created 2 Bytes FirsFox C:\Users\FireFox\AppData'Re default

[[] 02-May-2013 15:03:43  Modified 2 Bytes FireFox Ci\User ppData'Re 79w8.default

[ 02-May-2013 15:03;43  Created 0 Bytes - cu \AppDat: g 79w8.default\p.

First | [ Up | [ Down | [ Last | [ Refresh Close

In order to open a previously saved disk change monitoring report, just click on the report
item displayed on the reports page. For each detected file system change, the disk change
monitoring results page shows the date and time of the change, the type of the change
operation (created, modified, deleted, etc.), the size of the file as recorded at the time of the
change, the owner of the changed file or directory and the name of the changed file or
directory.
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4.16 Disk Change Monitoring History Statistics

DiskPulse Enterprise allows one to display history statistics pie charts showing the number of
changes per file extension, the number of changes per change type and the number of
changes per user name.

File Command Tools Help

8 & & B

F D @ BE 6

Connect Add Delete Reports  Database Rules Actions Layouts  Options Help
Command Status Changes Rate
—— %
W1 Monitor Systern Disk ¢ Add Command .., 350 Files/Sec
& Start Command
@ Maonitor User Directories Pause Command 10,64 Files/Sec
&l Stop Cornmand
@ Monitor NAS Server 5.61 Files/Sec
] Reset Command
{7 Edit Command ...
Copy Command ...
Date Time Message Rename Command ...
© 19/Mar/2014  14:58:46 Menitor System Disk -
© 19/Mar/2014  14:58:48 Monitor User Directo| # Command Statistics .. B
© 19/Mar/2014  14:58:50 Monitor NAS Server
B Export Command ...
@ Connected To: admin@srv2008 Import Command ...
&  Move Command Up ...
w  Move Command Down ...
[%] Delete Command

In order to open the disk change monitoring statistics dialog, start the DiskPulse client GUI
application, select a disk change monitoring command, press the right mouse button and
select the 'Command Statistics' menu item.

Changes Per File Extension - 22-0ct-2013

[ s581cChanges - 35.43 % - NOEXT Files
] 255 Changes - 16.02% - JPG Files
[] 153cChanges - 10,248 - TXT Files
[] 117Changes - 7.35% - GIF Files

| ] 115Changes - 7.22% - HTMFiles
5] 93 Changes - 6.22% - ISFiles
|| 62Changes - 3.89% - PNG Files
|| 5iChanges - 3.20% - DATFiles
I:‘ 148 Changes - 9.36 % - Other (12)

Date: 22-0ct-2013 | Time: 16:25:10 | Host: flexcare | Command: Maonitor System Disk.

% CopyToClpboard | [ Print | [ optins | [220ct2013 |

Changes Per File Extension il |
9 % Changes Per Change Type 4

Changes Per User Name

By default, DiskPulse Enterprise keeps disk change monitoring statistics for the last 10 days.
In order to change the history statistics configuration options, connect to DiskPulse Enterprise
using the client GUI application and open the 'Options' dialog.
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4.17 Using DiskPulse Enterprise

DiskPulse Enterprise can be used as a centralized reports database server capable of receiving
disk change monitoring reports from multiple production servers. DiskPulse Enterprise allows
one to define a centralized set of report analysis rules, which are automatically applied to disk
change monitoring reports received from production servers, detect critical file system
changes and send E-Mail notifications.

jL

=

DiskPulse DiskPulse DiskPulse
Server 1 Server 2 Server X

{m

A A A

A \ 4 A
Corporate Network

Y

DiskPulse Enterprise

- Receives Reports

- Applies Analysis Rules
- Sends Notifications

- Manages SQL Database

(R
o o=
Database DiskPulse Enterprise GUI

DiskPulse Enterprise runs in the background as a service and uses a built-in reports database
to store disk change monitoring reports received from production servers. The user is provided
with a client GUI application, which connects to DiskPulse Enterprise through the network and
allows one to review received reports, configure report analysis rules and manage the reports
database.

4 General |ii.i Rules |j Advanced |

Description:  Detect Changes in Windows System Files

Status: ‘ & Set Report Status To: Error = |

Action; [ [~ Send Motification To. = ] diskpulse @diskpulse.com

[¥] Enable Analysis Rule [H Save J [ Cancel J

In order to define one or more analysis rules, press the 'Rules' button located on the main tool
bar in the DiskPulse client GUI application. On the 'Analysis Rules' dialog, press the 'Add'
button, specify the rule description, select the type of the action to perform and enter an E-
Mail address to send notifications to.
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Optionally, select the 'Rules' tab and add one or more file matching rules specifying file types
the rule should be applied to. Finally, the 'Advanced' tab allows one to control the following
advanced options: hosts the rule should be applied to (all or a specific host), report titles the
rule should be applied to and change types the rule should be applied to (all or a specific
change type).

& senp o i N i

Description Status

| Detect Software Installations Active
|7 Detect Changes in Windows System Files Active

Detect Changes in M5 SQL Server File<aym
e anges in M5 SQL Server L Add Rule... ive

| Detect Added and Modified EXE Files | 77 Active
|4 Detect Added and Modified DLL Files ; = Active
7 Notify About Created Video Files i EditRule.. Active

|7 Notify About Created Music Files Copy Rule Active
|1 Notify About Created Image Files Active

Mowve Up

Move Down

o) (] (o] | (B (=)

Delete Rule

The specified report analysis rules are applied to incoming disk change monitoring reports in
the same order as specified in the 'Rules’ dialog. In order to change the order of a rule, select
the rule and press the 'Up' or 'Down' buttons. The simplest way to submit a disk change
monitoring report to DiskPulse Enterprise is to use the regular DiskPulse GUI application,
which is available in DiskPulse, DiskPulse Pro and DiskPulse Ultimate installations. In order to
submit a disk change monitoring report, start the DiskPulse GUI application and select the 'File
- Submit to DiskPulse Server' menu item.

On the 'Submit' dialog specify the host nhame or the IP address of the DiskPulse Enterprise and
press the 'Ok' button. By default, the DiskPulse Enterprise uses the TCP/IP port 9120 to
receive reports from production servers, but the port number may be changed to any custom
port number according to user-specific needs. In order to specify a user-custom port humber
when submitting reports to the DiskPulse Enterprise use the following format: hostname:port.

Manual submission of disk change monitoring reports to the DiskPulse Enterprise is good for
testing purposes, but if you need to automatically collect disk change monitoring reports from
a number of production servers to a central DiskPulse database server, you need to configure
automatic report submission actions.

] Directories | #, Monitor | [X] Events | % Rules | [£] Advanced

Default Report Title Disk Pulse Monitoring Report

Keep In System Memory Last 2000 Changes

L7_| Execute Selected Actions Every 1000 Changes

5 Add l [¥] Send Report To DiskPulse DB Server - hostname

Delete

[#] Always Show Profile Dialog Before Start

In order to configure DiskPulse servers (running on production servers) to automatically
submit disk change monitoring reports to the DiskPulse database server, open the disk change
monitoring command (on each production server), select the 'Advanced' tab, enable execution
of automatic disk monitoring actions, specify the number of changes to trigger the actions and
add a disk monitoring action configured to send reports to a DiskPulse Enterprise.
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4.18 Using DiskPulse Server Command Line Utility

DiskPulse Server provides a command line utility allowing one to control one or more servers
locally or through the network using batch files and shell scripts. The DiskPulse command line
utility is located in the '<ProductDir>\bin' directory.

1 Ny

c:“Program Files“Disk Pulse Serversbin>diskpulse —help
DizkPulse Uersion 5.1.26 {(May 1 2813>

[Command Line Syntax:

ldiskpulse —execute <Command Name>

Executes the specified monitoring command.

diskpulse —monitor —dir {Directory 1> ... <{Directory H>

Monitor the specified directories.

dizkpulse —show_commands

Shows the list of disk monitoring commands.

dizkpulsze —server_status

Shows the Disk Pulse server status.

diskpulse —server_show_commands

Shows the list of monitoring commands defined in Disk Pulse Server.

DiskPulse Command Line Utility Server Commands:

diskpulse -server_show_commands

This command shows disk change monitoring commands configured in the DiskPulse server.

diskpulse -server_execute_command <Monitoring Command Name>

This command synchronously executes the specified disk change monitoring command.

diskpulse -server_start_command <Monitoring Command Name>

This command starts the specified disk change monitoring command and exists.
diskpulse -server_pause_command <Monitoring Command Name>

This command pauses an active disk change monitoring command.

diskpulse -server_reset_command <Monitoring Command Name>

This command resets and clears detected file system changes from an active disk change
monitoring command.

diskpulse -server_stop_command <Monitoring Command Name>

This command stops an active disk change monitoring command.

diskpulse -server_show_changes <Monitoring Command Name>

This command shows file system changes detected by a disk change monitoring command.
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diskpulse -server_save_report <Command Name> -format <Report Format>

This command saves file system changes detected by a disk change monitoring command to a
report file according to the specified report format, which may be set to one of the following
values: HTML, TEXT, CSV, XML, PDF and FLR (the native DiskPulse report format). In addition,
the command line utility provides the '-report’' command line option, which may be used to
specify a file name or a directory name to save the report to. If no file name or directory name
is specified, the report will be saved in the user's home directory with an automatically
generated file name including the current date and time.

diskpulse -server_save_to_database <Command Name>

This command saves detected changes to the SQL database configured on the 'Options' dialog.

diskpulse -server_command_status <Command Name>

This command shows the status of the specified disk change monitoring command.

diskpulse -server__ status

This command shows the DiskPulse Server debug status.

diskpulse -server_show_debug_log

This command shows the DiskPulse Server debug message log.

diskpulse -server_clear_debug_log

This command clears the DiskPulse Server debug message log.

diskpulse -server_set_user <User Name>

This command sets the DiskPulse Server user name. In order to reset a forgotten user name,
execute the command locally on the same host where the DiskPulse server is installed on.
diskpulse -server_set_password <Password>

This command sets the DiskPulse Server password. In order to reset a forgotten password,
execute the command locally on the same host where the DiskPulse server is installed on.
diskpulse -server_set_port <Server Control Port>

This command sets the DiskPulse server control port (default is 9120). After executing this
command, the DiskPulse service should be restarted. In order to be able to connect to the
server through the network the server control port should be open in the server's firewall.
diskpulse -server_export_config <Configuration File Name>

This command exports the DiskPulse Server configuration to the specified file.

diskpulse -server_import_config <Configuration File Name>

This command imports the DiskPulse Server configuration from the specified file.
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diskpulse -server_register_online -customer <Customer Name> -key <Unlock Key>
-servers <Serverl;Server2;ServerX>

This command performs the online product registration procedure for one or more DiskPulse

servers via the network. The command should be executed on a host directly connected to the
Internet. Internet access for the registered DiskPulse servers is not required.

diskpulse -server_export_product_id -directory <Directory> -customer <Customer>
-key <Unlock Key> -servers <Serverl;Server2;ServerX>

This command exports product ID files from one or more DiskPulse Servers to the specified
directory.

diskpulse -server_import_unlock_file -directory <Directory>

This command performs the manual product registration procedure via the network using
unlock files located in the specified directory.

Optional Command Line Parameters:

-host <Host Name>

Sets the host name of the DiskPulse server to connect to (default is localhost).

-port <Port Number>

Sets the DiskPulse server control port number to connect to (default is 9120).

-user <User Name>

Sets the DiskPulse server user name to login with (default is 'admin').

-password <Password>

Sets the DiskPulse server password to login with (default is 'admin').
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4.19 Configuring DiskPulse Server

DiskPulse Server provides a variety of configuration options allowing one to easily integrate
the product into a user-specific network environment. In order to open the main settings
page, click on the 'Settings' link located on the top menu bar.

' [+

| ™, Disk Pulse Server @ SRV2008 - Settings

€ = C #® B- | & srv2008/settings7sid=F47387527998522ffadb9i2d8b7 24 cBc

Disk Pulse Server v5.4.36 Home - Settings - Help - About - Logout 01-Aug-2013 12:11:42 °

Disk Pulse Server Settings

& About Disk Pulse Server E Configure E-Mail Server
= Configure Server Login Bl Configure SQL Database

[[] View Message Console # Configure Server Ports

Backup H Restore H Close I

4.20 Configuring Custom User Name and Password

The DiskPulse Server web-based management console requires users to login with a DiskPulse
user name and password. The default user name and password is set to admin/admin. In
addition, DiskPulse Server provides the ability to set a custom user name and/or password for
the DiskPulse web-based management interface and the command line utility, which may be
used to automate configuration and management tasks.

I
| 2, DiskPulse Server @ SRV2008 - Setup User..,

€« G H B~ @& sn2008setup loginisid=472306c982fbca0684 605960351
DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 12:23:01

Setup User Name and Password

User Name: admin
Passward: XTI
Confirm Passwaord: sseee

In order to set a custom user name and password, click on the 'Configure Server Login' link
located on the main settings page, enter a new user name and password and press the 'Save'
button.
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4.21 Configuring Custom Server Ports

DiskPulse Server uses the TCP/IP port 9120 as the default server control port and the TCP/IP
port 80 as the default web access port. Sometimes, these ports may be in use by some other
software products or system services. If one or both of these ports are in use, DiskPulse
Server will be unable to operate properly and the user needs to change the DiskPulse server
control port and/or web access port.

PR P

2 DiskPulse Server @ SRV2008 - Setup Serv...

€ 2 C fr E- | @ sv2008/setup_portsTsid=f4723465c9820bcalis4 60596

DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 12:24:33

Setup DiskPulse Server Ports

Server Control Port: 9120

[¥] Enable Web Server on Port: 80

Save Cancel

In order to set a custom server control port and/or web access port, click on the 'Setup Server
Ports' link located on the main settings page and enter a custom server control port or web-
access port to use. If the DiskPulse server should be controlled through the network, make
sure the server control port and the web access port are open in the server's firewall.

4.22 Configuring E-Mail Server

In order to be able to send E-Mail notifications, open the main settings page and click on the
'Configure E-Mail Server' link. On the E-Mail server configuration page, enter the SMTP server
host name, port, user name, password and the source E-Mail address to use to send E-Mail
notifications. Optionally, enable the secure SMTP connection mode and select an appropriate
security algorithm.

= DiskPulse Ser @ SRV2008 - Setup SMT... .
€ & C # E- | @ sv2008/setup smiplsid=fi723463c082f9bcaltad e60
DiskPulse Server v5.1.26 Home - Settings - Help - About - Logout 02-May-2013 12:23:18

Setup SMTP E-Mail Server

[¥] Enable SMTP Server:  mailyourcompany.com Port: 25
[¥] E-Mail User Name: diskpulse@yourcompany.c  Password: sesssssse
Use Secure Connect: \FA\.laT\ab\e,Dsa-éecure TLS Cnnnec‘trnn -

Source E-Mail Address: diskpulse@yourcompany.com

Save Cancel
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4.23 Updating DiskPulse Server

Flexense develops DiskPulse Server using a fast release cycle with minor product versions,
updates and bug fixes released every month and major product versions released every year.
New product versions and product updates are published on the product web site and may be
downloaded from the following page: http://www.diskpulse.com/downloads.html.

1.24 (64-Bit) Setup.

An existing installation of Disk Pulse Server 6.0.18 detected on this
computer.

Do you want to replace it with Disk Pulse Server61.24 7

ves || Mo

Due to the fact that the product is especially designed for servers running in production
environments where stability is a major decision factor, DiskPulse Server updates should be
manually installed by the user. In order to update an existing product installation, download
the latest product version and just start the setup program.

=, Disk Pulse Server 6.1,

niskpulsE Digk Pulze Server Ports
it e

Disk Pulse Server control and web access ports,
DISK CHANGE MONITOR

Enter Disk Pulse Server control and Web access ports:

Server Control Port:

Server Web Access Port:

Disk Pulse Server may be managed using a Web browser through the web access port
or using the command line utility through the control port.

If you need to control the product through the network, make sure these ports are open
in the host's firewall,

MEI5 w246

<Back || Instal | | cancel

The DiskPulse Server setup program will properly shutdown the running DiskPulse service,
update the product and restart the DiskPulse service after finishing the update procedure. All
product configuration files, configured disk change monitoring commands, saved disk change
monitoring reports and product registration will remain valid and there is nothing to
reconfigure or manage after the update.
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4.24 Registering DiskPulse Server

Within a couple of hours after purchasing a product license, the customer will receive two e-
mail messages: the first one confirming the payment and the second one containing an unlock
key, which should be used to register the product. If you will not receive your unlock key
within 24 hours, please check your spam box and if the unlock key is not in the spam box
contact our support team: support@flexense.com.

E-HW‘ = _E
+

' .‘5 DiskPulse Server @ SRV2008 - Online Re..,

€ & C & E- @ swvoe g

DiskPulse Server v5.1.26 02-May-2013 16:41:15 °

Register DiskPulse

Customer Name: Your Company Name

Unlock Key: OO0

[ Register I[ Manual Registration H Close l

If the computer where DiskPulse Server is installed on is connected to the Internet, login to
the DiskPulse server (default user name and password: admin/admin) using a standard web
browser, click on the 'About' link located on the top menu bar, press the 'Register' button,
enter your name or your company name, enter the received unlock key and press the
'Register' button.

Firetox = i R C -
™ DiskPulse Server @ SRV2008 - Product R...
€ 2 C #& E- & sn2008/online registration
DiskPulse Server v5.1.26 02-May-2013 16:42:52
Registration Successfully Completed
(LLLETERNIg]]

If the computer is not connected to the Internet, press the 'Manual Registration' button,
export the product ID file and send the product ID file to register@diskpulse.com as an
attachment. Within a couple of hours, you will receive an unlock file, which should be imported
in order to finish the registration procedure.
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4.25 Disk Pulse Server OEM Version

Flexense provides system integrators, value-added distributors and IT service providers with
the ability to resell DiskPulse Server and/or provide services based on the product under third-
party brand names. Resellers and integrators are provided with the ability to change the
product name, the product web site address, the product vendor name and the product vendor
web site address.

Firetox = | i
2, OEM Product Name @ SRV2008 - Set OF...

€ & ¢ f B~ | @ sn2008/set_oem_infolsid=2915f67a0922dal58z

eSeedbb67b0

OEM Product Name v5.2.38 Home - Settings - Help - About - Logout 04-Jun-2013 17:35:52 ~

Set OEM Info

OEM Vendor Name: OEM Vendor Name
OEM Vendor URL: hittp:/faeww. mycompany.com
OEM Product Name:  OEM Product Name

OEM Product URL: hhp:,’fwww myproductcom

In order to be able to set custom OEM product and vendor information, the user needs to
register the product using a special OEM-Enabled unlock key, which may be purchased on the
product purchase page. Once the product is registered using an OEM unlock key, open the
'About' page, press the 'Set OEM Info' button, specify your custom OEM product and vendor
information and press the 'Save' button.

'lr'e FoX- ¥ [_
S
| =, OEM Product Name @ SRV2008 - About
€ 2 G #H E- @& sv2008/about’sid=a915f67a092ada258a3deSeedbb67h0
OEM Product Name v5.2.38 Home - Settings - Help - About - Logout 04-Jun-2013 17:35:21

About OEM Product Name

Praduct: OEM Product Name v5.2.38
License: Registered To OEM Vendor Name
Vendor: OEM Vendor Name

Build Date: Jun 4 2013 17:28:39

Build 0S: Windows (64-Bit) (Release)
Install Date: 19/06/2012

Memory Usage: 10.98 MB

Custom OEM product and vendor information will be displayed on all pages of the DiskPulse
web-based management interface, in all types of reports generated by the product and all
notification E-Mail messages sent by DiskPulse Server.
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5 Appendix
5.1 Installing MySQL Database

DiskPulse is capable of saving disk change monitoring reports in an SQL database. Reports
may be saved manually or automatically using conditional report generation actions triggered
when a user-specified number of changes detected in a disk or directory. SQL Database
integration is available in DiskPulse Ultimate, DiskPulse Server and DiskPulse Enterprise.

In order to configure DiskPulse to use the MySQL database, the user needs to install the
following two components: the MySQL Server and the MySQL ODBC connector. First of all,
let’s install the MySQL Server. Download the latest version of the MySQL server from the
MySQL web site and execute the setup program to start the installation procedure. On the
setup type page, select the ‘Typical’ setup type and press the ‘Next’ button. By default, the
setup will install the MySQL server and a command line utility, which will be used to configure
the MySQL server.

) MySQL Server 51 - Setup Wizar

I

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type,

@) Typical
-t Common program features will be installed. Recommended for

o | generaluse,

All program features will be installed. (Requires the most disk
space.

(7} Custom
- Choose which program features you want installed and where they
L] 6’" ! will be installed, Recommended for advanced users,
B E

<Back || mext> |[ cancel

On the next setup page, select the ‘Configure the MySQL Server now’ option and press the
‘Finish’ button. The setup program will open a MySQL configuration wizard allowing one to
configure basic server settings.

Wizard Completed

Setup hag finished installing MySQL Server 5.1, Click Finish to
exit the wizard.

[V| Configure the MySQL Server now
Usze thiz option to generate an optimized MySQL config
file, setup a Windows service running on a dedicated port
and to set the password for the root account.

7] Register the MySQL Server now
Usze this option to register this MySQL server with
SunConnect service, to receive automatic update
notifications on future releases and other free offerings.
A browser window will open briefly to allow you to
complete the registration.

< Back Eancel

63



DiskPulse - Disk Change Monitor Flexense Ltd.

On the next setup page, select the ‘Detailed Configuration” option and press the ‘Next’ button.
The detailed configuration mode is required to configure the MySQL server for maximum

database performance.

MyS0L Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please select a configuration type.

{* Detailed Configuration
@ Choose this configuration type to create the optimal server

setup for this machine,

" Standard Configuration

Use this only on machines that do not already have a MySQL
server installation, This will use a general purpose configuration

for the server that can be tuned manually.

Cancel

On the next page, select the ‘Server Machine’ option, which is the most balanced configuration
for typical DiskPulse Server and DiskPulse Enterprise workloads. If the server is intended to
process large volumes of reports and is dedicated for DiskPulse Enterprise, select the

‘Dedicated Server’ configuration option.

i - 2 B )
MySOL Server Instance C } ?ﬂ
MySQL Server Instance Configuration @ “

Configure the My50QL Server 5.1 server instance,

Please select a server type. This will influence memary, disk and CPU usage.

" Developer Machine
This is a development machine, and many other applications will
be run on it, MySQL Server should only use a minimal amount of

MEemary,

Several server applications will be running on this machine,
Choose this option for web/application servers. MySQL will have
medium memory usage,

" Dedicated MySQL Server Machine
: l This machine is dedicated to run the MySQL Database Server. No

other servers, such as a web or mail server, will be run, MySQL
will utilize up to all available memaory.

< Back | Mext = | Cancel
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On the next page, select the ‘Non-Transactional Database’ option. DiskPulse does not perform
concurrent insert or modify operations on the database and a transactional database is not
required. Moreover, configuring the MySQL server as a non-transactional database will
significantly improve the performance of database import operations.

[ 3 e
MySOL Server Instance Co

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Please select the database usage.

" Multifunctional Database
| e General purpose databases. This will optimize the server for the
| use of the fast transactional InnoDE storage engine and the
high speed MyISAM storage engine,

(" Transactional Database Only

:j Optimized for application servers and transactional web
b I applications, This will make InnoDB the main storage engine.
d@"@ Mote that the MyISAM engine can still be used,

{+ Mon-Transactional Database Only:

[~ suited for simple web applications, monitoring or logging
N_r-" applications as well as analysis programs. Only the
non-transactional MyISAM storage engine will be activated,

< Back I Mext = l Cance|

On the next page, select the ‘Manual Setting’ option and set the number of concurrent
database connections to 5, which is the optimal number for DiskPulse Ultimate, DiskPulse
Server and DiskPulse Enterprise installations.

[~ . G
: I'u"['_l,rSQL Server Instance Configura

MyS0OL Server Instance Configuration
Configure the MySQL Server 5.1 server instance,

Please set the approximate number of concurrent connections to the server,

{” Decision Support (DSS)/OLAP

a0 Select this option for database applications that will not require
@ a high number of concurrent connections. & number of 20
connections will be assumed.

" Online Transaction Processing (OLTP)

Choose this option for highly concurrent applications that may
have at.any one time up to 500 active connections such as
heavily loaded web servers.

* Manual Setting

% Please enter the approximate number of concurrent
! Concurrent connections: IS vl

Cancel
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On the next page, enable TCP/IP networking and if the server will be accessed from other
computers on the network, add a firewall exception for the MySQL server port. In general, a
single MySQL server may be used to collect reports from multiple DiskPulse Servers using
remote ODBC connections.

MySQL Server Instance Co on | y ?.mi
MySQL Server Instance Configuration i @ '

Configure the MySCL Server 5.1 server instance.

Please set the networking options.

v Enable TCP/IP Networking

: Enable this to allow TCP/IP connections, When disabled, only
i local connections through named pipes are allowed,

Port Mumber; IBEUS 'I [~ Add firewall exception for this port

Please set the server SQL mode,

v Enable Strict Mode

This option forces the server to behave more like a traditional
database server, It is recommended to enable this option.

< Back Cancel

On the next page select an appropriate character set. By default, DiskPulse uses the UTF-8
character set to store names of files and directories, but if there is no need to process Unicode
file names, this option may be set to the standard Latinl character set.

MySQL Server Instance atic! } ?M;
MySQL Server Instance Configuration ﬁ H

Configure the My5QL Server 5.1 server instance.

Please select the default character set.

i+ Standard Character Set

Makes Latinl the default charset. This character set is suited for
English and other West European languages.

" Best Support For Multilingualism

Make UTFE the default character set. This is the recommended
character set for storing text in many different languages.

i~ Manual Selected Default Character Set / Collation
Please specify the character set to use,

Character Sett latinl |

< Back | Cancel
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On the next page, select the ‘Install as Windows Service’ option and select the ‘Include Bin
Directory in Windows PATH’ option. The PATH option will enable execution of the MySQL
command line utility from any location.

MySQL Server Instance Configuration
Configure the MySQL Server 5.1 server instance,

Please set the Windows options,

¥ Install As Windows Service

This is the recommended way to run the MySCL
server on Windows,

Service Name: IMySQL vi

v Launch the MySQL Server automatically

[v Include Bin Directory in Windows PATH:

Check this option to include the directory containing

the server / dient executables in the Windows PATH
variable so they can be called from the command line,

< Back | Mext = I Cancel

On the next page, select the ‘Modify Security Settings’ option and specify a root password for
the MySQL server, which later will be used to configure regular MySQL users.

MySQLSenrer Instance C

MySQL Server Instance Configuration

Configure the MySCIL Server 5.1 server instance.,

Please set the security options.
¥ Modify Security Settings

MNew root password: I‘*’*****“' Enterthe root password,
[ raat Confirm: I*"*"****’ Retype the password.

[~ Enable root access from remote machines

[~ Create An Anonymous Account

This option will create an anonymous account on this server,
Please note that this can lead to an insecure system.

That's all. Press the ‘Next’ button to finish the installation procedure.
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5.2 Configuring MySQL Database

The MySQL database provides the ‘mysqgl’ command line utility, which may be used to
configure the database and the user account to be used by DiskPulse.

EX Command Prompt - mysql -u root -p N

c:srmysgl —uw root —p

Enter passuwopd: seeosoooes

llelcome to the MySQL monitor. Commands end with ; or “g.
Your MyS2QL connection id is &5

Gerver version: 5.1.4@-community MySQL Community Server (GPLD>

Type "help;' or *“h’ for help. Type "¢’ to clear the current input statement.

mysgl> create database dizkpulse;
Guery OK, 1 row affected <(B.88 sec)>

mysgl> create user ‘diskpulse’®’ localhost’ identified by *password’;
Query OK, B rows affected (B.080 secd

mysgl> grant all privileges on *.%* to ‘diskpulse’@*localhost’;
Query OK. B rows affected (B.80 sec)>

mysgl> flush privileges;
Query 0K, B rows affected (A.BB@ sec)>

mysgl>

In order to configure the MySQL database, open the command prompt window and type the
following command:

mysql —u root -p
This command will start the ‘mysql’ command line utility and login to the MySQL server with

root permissions. The user will be asked to provide the root password, which was specified
during the MySQL server installation procedure.

Once logged in, the user needs to create a database that will be used by DiskPulse to store
disk change monitoring reports. In order to do that, type the following command:

create database diskpuilse;

Now, add a user account that will be used by DiskPulse to submit reports to the database.
Single quotes are required and should be specified exactly as displayed.

create user ‘diskpulse’@’localhost’ identified by ‘password’;

Now, grant permissions to the user account using the following command:

grant all privileges on *.* to ‘diskpulse’@’localhost’;

Finally, flush user privileges using the following command.

flush privileges;

That's all. Now the MySQL server is fully configured. In order to disconnect from the MySQL
database, just type 'quit’ in the command window.
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5.3 Installing and Configuring MySQL ODBC Data Source

DiskPulse connects to the MySQL database through the ODBC interface. Download an
appropriate version of the MySQL ODBC connector from the MySQL web site and execute the
setup program. There are no critical configuration options in the MySQL ODBC connector
installation procedure and the user can just press the ‘Next’ button until the last page keeping
the default configuration options.

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Driver Add...

| Remove |

| Corfigurs: .

_.». An ODBC System data source stores information about how to connect to
E the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

O] [t ] [ o

After finished installing MySQL ODBC Connector, open the Windows control panel and select
‘Administrative Tools — Data Sources (ODBC)’. On the ODBC Administrator window, select the
‘Systemm DSN’ tab and press the ‘Add’ button. On the next page, select the ‘MySQL ODBC
Driver’ and press the ‘Finish’ button.

Select a driver for which you want to set up a data source.

Mame Wes

Microsoft Paradox- Treiber {.db )
Microsaft Text Driver ("t *cav)
Microsoft Text-Treiber ("td; ~.csv)
Microsoft Visual FoxPro Driver
Microsoft Visual FoxPro-Treiber

i < Back il
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On the next page, enter a new data source name, which will be used by DiskPulse to connect
to the database. Specify the name of the host where the MySQL server is running on and
enter the MySQL user name and password that should be used by DiskPulse to connect to the
database. Finally, select the name of the database that should be used to store disk change
monitoring reports. After finished specifying all the required information, press the ‘Test’
button to check the database connection.

[ s —
Connector/ODBC ?

Connection Parameters

Data Source Name:  DiskPulse SQL Database

Diescription: -E-Ji_éI;F.‘I.llse SQI: Ijaﬁagase

SErver: .Imzlhnst Part: 3306-

User:  diskpulse

Password: sesnees

Database: -diSLCIJUlSE -

|

5.4 Configuring DiskPulse Database Connection

In order to configure DiskPulse to use the installed MySQL database, open the options dialog
and select the ‘Database’ tab. Enable the ODBC interface and enter the name of the ODBC
data source, the database user name and password that were specified for the ODBC data
source. Finally, press the ‘Verify’ button to check the DiskPulse database connection.

1] General IEB Shortouts | B Proxy | E-Mail | B Database

Enable ODEC Interface [ verify .. || cear |

ODBC Data Source: DiskPulse SQL Database

User Mames: diskpulse

Password: sosmenme
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5.5 Supported Operating Systems and System Requirements

Supported 32-Bit Operating Systems

Windows 2000
Windows XP

Windows Vista
Windows 7

Windows 8

Windows 8.1
Windows 10

Windows Server 2003
Windows Server 2008
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016

Supported 64-Bit Operating Systems

Windows XP 64-Bit

Windows Vista 64-Bit
Windows 7 64-Bit

Windows 8 64-Bit

Windows 8.1 64-Bit
Windows 10 64-Bit

Windows Server 2003 64-Bit
Windows Server 2008 64-Bit
Windows Server 2012 64-Bit
Windows Server 2012 R2 64-Bit
Windows Server 2016 64-Bit

Minimal System Requirements

Supported Operating System

2 GHz or better CPU

512 MB of system memory

25 MB of free disk space

Internet Explorer 9, FireFox 12, Chrome 17 or newer is required for proper operation
of the DiskPulse Enterprise web-based management interface

Recommended System Configuration

e Supported Operating System

e« 2 GHz or better dual-core CPU

e 1 GB of system memory

e 100 MB of free disk space

e Internet Explorer 9, FireFox 12, Chrome 17 or newer is required for proper operation
of the DiskPulse Enterprise web-based management interface
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